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recommendations for businesses and policymakers with respect to online and Russell G. Weiss (213) 892-5640
offline privacy practices. Specifically, the report: New York
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e Presents a privacy framework that sets forth best practices — not legal John F. Delaney (212) 468-8040
requirements — for businesses. The Commission makes it clear that, to gﬁ::ﬁ;%f:;%ﬁ' g% iggfgggg

the extent that the best practices set forth in the report extend beyond Mark P. Ladner (212) 468-8035
existing legal requirements, they are not intended to serve as a template for Michael B. Miller (212) 468-8009
law enforcement actions or regulation under laws currently enforced by the Suhna N. Pierce (212) 336-4150
Commission. FTC Chairman Jon Leibowitz reiterated this point to a House M?;?ﬂ ﬁ: wﬁ'gdnT;;‘t”e ] g% gggf;g?g

Energy and Commerce subcommittee on March 29, 2012, telling legislators
that, while companies that follow the report’s best practices would not be in

violation of the FTC Act, those that do not follow them would not necessarily
be in breach of the law. In his words, the report “is not a regulatory
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document or an enforcement document.” That said, those elements of the éﬂ’:i:t;i"é‘”l_yo . Eggggg]g:gg%
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Commission’s recent law enforcement experience. It is therefore reasonable
to assume that the Commission will continue its pattern of focusing on data
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practices that are not obvious to consumers in context, that are not disclosed Jim McCabe (415) 268-7011
adequately, and, in some instances, where consumers do not have James R. McGuire (415) 268-7013
meaningful choice. Of course, the Commission will continue its aggressive William L. Stern (415) 268-7637
enforcement of companies’ privacy and data security promises. Tokyo

Recommends baseline privacy legislation. In the Commission’s view,
because self-regulation has not yet gone far enough, flexible and
technologically neutral baseline privacy legislation is desirable. While
encouraging industry to continue its self-regulatory efforts, the Commission
also intends the privacy framework set forth in the report to assist Congress
in crafting legislation. The Commission also reiterates its call for federal
information security and data breach notification legislation and for legislation
regulating the practices of data brokers.

' The final report is available at http://www.ftc.qov/os/2012/03/120326privacyreport.pdf.

2 The preliminary report is available at
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http://www.ftc.gov/0s/2010/12/101201privacyreport.pdf. See also
http://www.mofo.com/files/Uploads/Images/101203-Do-not-track-list.pdf.

© 2012 Morrison & Foerster LLP | mofo.com

Attorney Advertising


http://www.mofo.com/julie-oneill/
http://www.mofo.com/d-reed-freeman/
http://www.mofo.com/nicholas-a-datlowe/
http://www.ftc.gov/os/2012/03/120326privacyreport.pdf
http://www.ftc.gov/os/2012/03/120326privacyreport.pdf
http://www.ftc.gov/os/2010/12/101201privacyreport.pdf
http://www.mofo.com/jingxiao-fang/
http://www.mofo.com/paul-mckenzie/
http://www.mofo.com/joanna-lopatowska/
http://www.mofo.com/olivier-proust/
http://www.mofo.com/karin-retzer/
http://www.mofo.com/eric-dickinson/
http://www.mofo.com/gordon-milner/
http://www.mofo.com/ann-bevitt/
http://www.mofo.com/deirdre-aine-moynihan/
http://www.mofo.com/professionals/xpqProfDet.aspx?xpST=ProfessionalDetail&professional=2632
http://www.mofo.com/michael-cohen/
http://www.mofo.com/david-mcdowell/
http://www.mofo.com/purvi-g-patel/
http://www.mofo.com/russell-g-weiss/
http://www.mofo.com/madhavi-batliboi/
http://www.mofo.com/john-delaney/
http://www.mofo.com/sherman-kahn/
http://www.mofo.com/mark-ladner/
http://www.mofo.com/michael-miller/
http://www.mofo.com/suhna-n-pierce/
http://www.mofo.com/marian-waldmann/
http://www.mofo.com/miriam-wugmeister/
http://www.mofo.com/daniel-westman/
http://www.mofo.com/anna-ferrari/
http://www.mofo.com/christine-lyon/
http://www.mofo.com/bryan-wilson/
http://www.mofo.com/roland-brandel/
http://www.mofo.com/jim-mccabe/
http://www.mofo.com/james-mcguire/
http://www.mofo.com/william-stern/
http://www.mofo.com/daniel-levison/
http://www.mofo.com/gabriel-meister/
http://www.mofo.com/jay-ponazecki/
http://www.mofo.com/toshihiro-so/
http://www.mofo.com/yukihiro-terazawa/
http://www.mofo.com/nicholas-a-datlowe/
http://www.mofo.com/l-richard-fischer/
http://www.mofo.com/d-reed-freeman/
http://www.mofo.com/julie-oneill/
http://www.mofo.com/obrea-poindexter/
http://www.mofo.com/cynthia-j-rich/
http://www.mofo.com/kimberly-robinson/
http://www.mofo.com/kimberly-robinson/
http://www.mofo.com/robert-salerno/
http://www.mofo.com/andrew-smith/
http://www.mofo.com/nathan-taylor/
http://www.ftc.gov/os/2012/03/120326privacyreport.pdf
http://www.ftc.gov/os/2010/12/101201privacyreport.pdf
http://www.mofo.com/files/Uploads/Images/101203-Do-not-track-list.pdf

MORRISON ‘ FOERSTER

Client Alert.

e Highlights the Commission’s privacy priorities for the coming year. The report explains that the Commission will
promote implementation of the privacy framework by focusing its efforts in five main areas: (1) cooperation with
industry to complete the implementation of an easy-to-use, persistent, and effective Do Not Track mechanism (the
Commission does not call for Do Not Track legislation in this report); (2) improvement of privacy disclosures and other
protections offered by mobile services, including through its May 30, 2012 public workshop on revisions to its
Dot Com Disclosures guidance;® (3) support for targeted legislation to give consumers access to the information
about them held by data brokers and encouragement to data brokers that compile data for marketing purposes to
create a centralized website to further increase the transparency of their practices;* (4) exploration of the privacy
issues associated with the comprehensive tracking of consumers’ online activities by large platform providers, such
as ISPs, operating systems, browsers, and social media in a workshop later this year; and (5) participation with the
Department of Commerce and industry stakeholders to create enforceable self-regulatory codes of conduct.

This final priority reflects the Commission’s support for the report issued by the Administration on February 23, 2012. In
its report, entitled Consumer Data Privacy in a Networked World: A Framework for Protecting Privacy and Promoting
Innovation in the Global Digital Economy,’ the Obama administration detailed a “Consumer Privacy Bill of Rights” and
announced the creation of a multistakeholder process to be convened by the Department of Commerce to create
voluntary codes of conduct which, if adopted by companies, would be enforceable by the Commission pursuant to its
deception authority under Section 5 of the FTC Act. Importantly, the Commission’s report makes clear that the FTC
will participate in the Department of Commerce’s multistakeholder process.

THE SCOPE OF THE PRIVACY FRAMEWORK

The privacy framework applies to all commercial entities that collect or use online and/or offline consumer data
that can be reasonably linked to a specific consumer or computer or other device. There is an exception for entities
that collect only non-sensitive data from fewer than 5,000 consumers per year and do not share the data with third parties,
so as not to unduly burden small businesses.® The Commission did not, however, exempt from the framework’s intended
coverage those companies already covered by sector-specific privacy laws, such as the Gramm-Leach-Bliley Act or the
Health Insurance Portability and Accountability Act. Instead, it emphasizes in the final report that the framework is
intended to foster best practices but not impose conflicting legal obligations.7

The extension of privacy best practices to data linkable to a computer or other device reflects the Commission’s position
that the line between “personally identifiable information” (“PII”) and “non-PII” is increasingly blurred. The Commission
justified this application on the grounds that, not only is re-identification of supposedly “anonymous” data increasingly
possible, but, in the Commission’s view, businesses have strong incentives to re-identify such data.

To provide businesses with certainty with respect to what constitutes “reasonably linkable” data, the Commission has
taken the position that data is not “reasonably linkable’—and therefore not within the scope of the privacy framework—if
the company possessing it implements the following protections: (1) reasonable measures to ensure that the data is

% See http://www.ftc.qov/opa/2012/02/dotcom.shtm.

4 The Commission proposes that such a website would: (1) identify data brokers to consumers and describe how they collect and use consumer data;
and (2) detail the access rights and other choices the data brokers provide with respect to the data they maintain.

% The Administration’s report is available at http://www.whitehouse.gov/sites/default/files/privacy-final.pdf.

¢ “Sensitive data” includes Social Security numbers and financial, health, children’s, and geolocation information.

" The Commission urges Congress not to pass legislation that creates overlapping or contradictory requirements for entities subject to existing sector-
specific privacy laws, such as the Gramm-Leach-Bliley Act or the Health Insurance Portability and Accountability Act.
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de-identified; (2) a public commitment to using the data in a de-identified way; and (3) contractual prohibitions on
downstream entities that use the data from de-identifying it, coupled with reasonable measures to ensure compliance with
that prohibition. Even with this attempt at clarity, questions remain, including what it means to “de-identify” data. For
example, does this mean removing PII or does it mean removing any identifier, such as cookie IDs? Furthermore, what
measures are “reasonable” in terms of monitoring downstream entities?

THE SUBSTANCE OF THE PRIVACY FRAMEWORK

The Commission’s report proposes a privacy framework that calls for companies to incorporate “privacy by design” into
their practices, to offer consumers simplified choice about how their data is collected and used, and to provide
consumers with greater transparency about their practices.

Privacy by Design

According to the report, companies should promote consumer privacy throughout their organizations and at every stage of
the development and life cycle of their products and services. As a substantive matter, this means that companies should
incorporate the following privacy protections into their practices:

e Reasonable security for consumer data. The Commission notes that this obligation is already well settled, as it has
a long history of enforcing data security obligations under Section 5 of the FTC Act and other laws. The Commission
commends industry’s efforts to ensure the security of consumers’ data, but, nonetheless, it renews its call for
Congress to enact comprehensive data security and breach notification legislation.

e Reasonable limits on data collection. According to the Commission, reasonable limits are those that are consistent
with the context of a particular transaction or the consumer’s relationship with the business (or as required or
specifically permitted by law).

e Sound retention and disposal practices. The Commission states that companies should implement reasonable
restrictions on the retention of consumer data and should dispose of it once the data has outlived the legitimate
purpose forgwhich it was collected. What is “reasonable” depends on the type of relationship and the nature and use
of the data.

e Data accuracy. According to the Commission, companies should maintain the accuracy of the data they hold about
consumers. As with other elements of the framework, the Commission believes that the best approach to achieving
accuracy is through a flexible approach, scaled to the intended use and sensitivity of the data at issue.

The Commission also urges businesses to maintain comprehensive data management procedures throughout the life
cycle of their products and services. It cites its recent settlement orders with Facebook® and Google™ as providing a
roadmap for the types of comprehensive procedural protections it envisions: (1) designation of personnel responsible for
the privacy program; (2) a risk assessment that covers, at a minimum, employee training, management, and product
design and development; (3) implementation of controls designed to mitigate identified risks; (4) appropriate oversight;
and (5) evaluation and adjustment of the program in light of regular testing and monitoring.

® The Commission calls on trade associations and self-regulatory groups to provide businesses with guidance about data retention and destruction
policies.

® See http://www.mofo.com/files/Uploads/Images/111208-Facebook-Proposed-Settiement.pdf.

% See http://www.mofo.com/files/Uploads/Images/110404-FT C-Privacy-Priorities.pdf.
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Simplified Consumer Choice

The report encourages companies to simplify consumer choice, in part by identifying those practices for which choice is
not necessary. Specifically, the report provides that companies do not need to provide consumers with choice
before collecting and using consumer data for practices that are consistent with the context of the transaction or
the company’s relationship with the consumer or that are required or specifically authorized by law. While this
standard relies to some degree on consumer expectations, it focuses on objective factors related to the consumer’s
relationship with the business. The following commonly accepted practices are provided as examples of the kinds of
practices that do not typically require consumer choice: product and service fulfillment, internal operations, fraud
prevention, legal compliance and public purpose, and first-party marketing.

The report goes on to address practices that require choice and says that, when choice is required, it should be offered
at a time and in a context in which the consumer is making a decision about his or her data.”" Asa general matter, data
use and disclosure practices that are inconsistent with the context of the transaction or the company’s
relationship with the consumer require consumer choice (unless such practices are required or specifically
authorized by law). Such practices may include, for example, sharing customer data with an affiliate for the affiliate’s own
direct marketing use, if the consumer would not be aware of the affiliate relationship (e.g., because the companies are
differently branded).

The Commission identifies two practices that it believes require affirmative express consent: (1) in connection with
material retroactive changes to privacy representations (this is not new, as the Commission has expressed it
repeatedly for years and has imposed it in settlement orders); and (2) before collecting sensitive data, such as
information about children, health and financial information, geolocation data, and Social Security numbers.'? This
suggests that where the Commission otherwise calls for choice, clear and conspicuous notice and opt-out would be
sufficient.

Greater Transparency

The Commission states that companies should increase the transparency of their data practices, through privacy notices,
access to data, and consumer education:

e Privacy notices should be clearer, shorter, and more standardized, to enable better comprehension and comparison
of privacy practices.13 The Commission calls for the simplification of privacy notices, such as through the use of
standardized terminology, format, and/or other elements. In the Commission’s view, members of various industry
sectors should work together to create standards relevant to their industry, possibly through the multistakeholder
process that the Department of Commerce plans to convene.

e Companies should provide reasonable access to the consumer data they maintain. The extent of access should be
proportionate to the sensitivity of the data and the nature of its use. For example, the Commission urges businesses
that maintain data for marketing purposes to, at a minimum, provide consumers with access to such data and permit
them to suppress categories they would not like used for targeting.

" Although the Commission has supported the use of “just-in-time” privacy notices and choice mechanisms, it does not impose any particular method in
this report. Instead, it notes that industry sectors are well positioned to develop the choice mechanisms that are most appropriate for themselves.

2 The Commission also proposes that social networks and others specifically targeting teens should take extra precautions with respect to their
submission of personal information.

'3 According to the Commission, the need for simplification and industry involvement is particularly acute in the mobile realm, given the number of
entities that want to collect user data and the limited space for disclosures. As noted above, the Commission plans to address mobile disclosures in a
May 30, 2012 public workshop.
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o Companies should make efforts to increase the transparency of their data enhancement practices. The Commission
does not suggest that companies obtain consent to such practices; however, it urges industry to rely on the other
elements of the privacy framework to address the privacy concerns raised by it. In the Commission’s view, this
means that companies should, for example, explain to consumers how data enhancement works and how they can
contact data enhancement sources directly. They should also encourage their data sources to increase their own
transparency.

o The Commission encourages companies to continue to engage in consumer education efforts and invites industry to
re-brand and use the Commission’s own materials.

CONCLUSION

The report reflects the Commission’s continued concern that consumers bear too much of a burden for understanding and
controlling how their data is collected, used, retained, and disclosed. The report reflects its desire to see this paradigm
reversed so that the burden is shouldered by companies instead. How far this concern is turned into enforceable
requirements will depend in large part on the support the Commission receives from Congress, as well as the extent of
the development and adoption of self-regulatory codes of conduct.

About Morrison & Foerster:

We are Morrison & Foerster—a global firm of exceptional credentials in many areas. Our clients include some of the
largest financial institutions, investment banks, Fortune 100, technology and life science companies. We’ve been
included on The American Lawyer’s A-List for eight straight years, and Fortune named us one of the “100 Best
Companies to Work For.” Our lawyers are committed to achieving innovative and business-minded results for our clients,
while preserving the differences that make us stronger. This is MoFo. Visit us at www.mofo.com.

Morrison & Foerster has a world-class privacy and data security practice that is cross-disciplinary and spans our global
offices. With more than 60 lawyers actively counseling, litigating, and representing clients before regulators around the
world on privacy and security of information issues, we have been recognized by Chambers and Legal 500 as having one
of the best domestic and global practices in this area.

For more information about our people and services and the resources we offer such as our treatise setting out the U.S.
and international legal landscape related to workplace privacy and data security, "Global Employee Privacy and Data
Security Law," or our free online Privacy Library, please visit: http://www.mofo.com/privacy--data-security-services/ and
"like" us on Facebook at http://www.facebook.com/MoFoPrivacy.

Because of the generality of this update, the information provided herein may not be applicable in all situations and should
not be acted upon without specific legal advice based on particular situations. Prior results do not guarantee a similar
outcome.
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