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Chapter 5

Implications of the E.U. General
Data Privacy Regulation for U.S.
Anti-Money Laundering and

Economic Sanctions Compliance

WilmerHale

. Introduction

Many financial institutions will confront a new compliance
challenge on May 25, 2018, the effective date of the European
Union’s revamped data privacy law, the General Data Protection
Regulation (“GDPR”). In short, GDPR data use restrictions conflict
with data use requirements imposed through U.S. anti-money
laundering (“AML”) and economic sanctions laws.

The GDPR imposes stringent limitations on processing E.U.
residents’ personal data. Under this new regime, institutions will
be unable to receive, or produce to U.S. authorities or courts, any
personal data about their own E.U. customers or customers of
their E.U. affiliates unless they can identify a GDPR-recognised
“lawful basis” to do so. Compliance with U.S. AML and
economic sanctions law may require the use of data subject to
these restrictions, including customer-identifying information and
transaction data. Even though this data is in many cases needed
for U.S. law compliance, U.S. AML and economic sanctions laws
do not provide an obvious “lawful basis” to process data subject
to the GDPR. Navigating these conflicting regimes may expose a
financial institution to significant liability if they violate either U.S.
or E.U. law.

This article first provides an overview of U.S. AML and economic
sanctions laws and the GDPR. The article then analyses the
conflicts between the two legal regimes and possible approaches for
institutions to minimise such conflicts.

ll. The E.U. General Data Privacy
Regulation Framework

The GDPR expands upon and replaces the E.U.’s existing data
privacy framework, the E.U. Data Protection Directive (“Directive”),
to regulate the “processing” of “personal data”.! While many GDPR
requirements align with the Directive, there are significant new
provisions in the GDPR, including increased maximum penalties.

A. Covered Data

Under the GDPR, as under the Directive, “personal data” is defined
to include any information that could be used to identify any
natural person, for example, a name, an identification number, an
online identifier, or even location data.> Importantly to U.S. AML
and economic sanctions obligations, the GDPR regards personal
data relating to criminal convictions and offences as particularly
sensitive and thus only allows the processing of such information
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“under the control of official authority or when the processing is
authorized by [E.U.] or Member State law providing for appropriate
safeguards for the rights and freedoms of data subjects”.?

B. Restrictions on Processing

In general, personal data is deemed “processed” and thus subject
to the GDPR’s restrictions any time it is used, collected, retrieved,
stored, transferred, disclosed, restricted, altered, or erased, whether
through automated processes or manually.* The GDPR imposes
separate requirements for the processing of data within the European
Economic Area (“E.E.A.”),’ the transferring of data from the E.E.A.
to locations outside of E.E.A., and the production of personal data
to authorities outside of the E.E.A.

1. Processing Data Within the E.E.A.

There are six lawful bases for processing non-sensitive personal
data within the E.E.A. Those bases are (a) “freely given, specific,
informed and unambiguous” consent;® and circumstances where
processing is necessary, (b) for the performance of a contract with
the individual data subject,’ (¢) for compliance with E.U. or Member
State law, which may include E.U. AML or sanctions laws,® (d) for
the protection of the life or health of a person (i.e., “vital interests”),’
(e) for the public interest,'® or (f) for overriding legitimate interests.
Where any one of these bases is present, the processing of personal
data within the E.E.A., and the transfer of that data from one place
to another place in the E.E.A., are generally permitted.

2. Processing Personal Data Outside of the E.E.A.

For an institution in the U.S. or otherwise outside of the E.E.A. to
obtain personal data about its E.U. customers or customers of its
E.U. affiliates, additional requirements must often be met. These
additional requirements for transferring personal data outside the
E.E.A. pose the greatest difficulties for compliance with U.S. AML
and economic sanctions laws.

In addition to identifying a lawful basis, additional requirements
apply in the following scenarios: (i) an E.U. institution seeks to
transfer personal data to a U.S. parent or affiliate; and (ii) a U.S.
institution that is itself subject to GDPR (because it serves E.U.
residents and markets or monitors customer behavior in the E.U.)
attempts to obtain personal data about E.U. customers from any
source.'? In either of these scenarios, there must be a lawful basis
for the data to leave the E.E.A. and the institution receiving the data
must be within a country the European Commission deems to offer
an adequate level of data protection’® or must otherwise demonstrate
that it adequately protects data. Institutions in countries not deemed
“adequate”, such as the U.S., must guarantee that they adequately
protect data by entering into internal agreements with E.U. affiliate
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companies from whom they intend to receive data that contain
Standard Contractual Clauses (“SCC”)."* If no such data protection
guarantee exists, transfer is permitted only if one or more specified
“derogations” exists, for example, explicit informed consent or the
“establishment, exercise, or defence or legal claims”.!®

3. Producing Data to Non-E.E.A Authorities and Courts

The GDPR places new restrictions on the production of covered
personal data to courts, tribunals, and administrative authorities
outside of the E.E.A. — such as the U.S. Department of Justice
(“D0J”) and Treasury’s Office of Foreign Asset Control (“OFAC”).
Under the GDPR, requests or demands for covered personal data
from a non-E.E.A. authority, court, or tribunal are not “recognised or
enforceable in any manner” unless they are based on an international
agreement, such as a mutual legal assistance treaty (“MLAT”), in
force between the requesting country and the E.U. or Member State.'®
This requirement is expressly “without prejudice to other grounds for
transfer”, however, so productions to DOJ or another U.S. authority
may still be allowed if a derogation under the GDPR exists.!”

C. Penalties

The GDPR provides for a maximum administrative fine of
€20,000,000 (roughly $25 million) or 4% of the company’s “global
turnover” (i.e., global revenue), whichever is greater.!* Before the
GDPR, the maximum fine for a data protection violation in most
E.U. Member States was under €1 million; even in France, which
allowed for a maximum fine of €3 million, the largest fine ever
imposed was less than €1 million. The GDPR also allows Member
States to impose criminal penalties for certain violations at the
discretion of those Member States. "

lll. U.S. Anti-Money Laundering and
Economic Sanctions Framework

Financial institutions in the U.S. are subject to extensive anti-money
laundering and economic sanctions laws and regulations. Non-
compliance with these requirements can result in significant civil or
even criminal penalties.?

A. U.S. AML Requirements

The Bank Secrecy Act (“BSA”) as amended by the USA PATRIOT
Act of 2001,*' the BSA’s implementing regulations,” and guidance
issued by U.S. regulators establishes the federal scheme of anti-
money laundering laws in the U.S. (collectively, the “AML
Rules”). The U.S. Department of the Treasury’s Financial Crimes
Enforcement Network (“FinCEN”) is charged with implementing
key aspects of the federal anti-money laundering scheme.

The AML Rules require banks, broker-dealers, and certain other
financial institutions® operating in the U.S. to serve as a first line
of defence against money laundering and terrorist financing. U.S.
financial institutions must implement an effective AML program?
incorporating multiple elements prescribed by regulation.” Two of
these elements present particular challenges for customers whose
data is subject to the GDPR. First is FinCEN’s Customer Due
Diligence (“CDD”) Rule, which became effective on May 11, 2018.
The CDD Rule demands that financial institutions collect extensive
personal information about their customers and build comprehensive
profiles of those customers’ behaviour.?

Second, financial institutions must also conduct ongoing monitoring
of their customers’ behaviour. In addition to updating each
customer’s profile as needed, institutions must file a Suspicious
Activity Report (“SAR”) with FinCEN any time the institution
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“knows, suspects, or has reason to suspect” that a transaction that
aggregates to $5,000 or more involves illegally derived funds,
is designed to evade BSA requirements, or has “no business or
apparent lawful purpose”. The information needed to perform
effective due diligence, monitor customer behaviour, and file SARs
will be subject to GDPR restrictions for E.U. customers.

Violations of AML Rules, such as failure to maintain an effective
AML program or failure to file SARs, could result in significant civil
monetary penalties, fines, and forfeiture. Where the violation of the
AML Rules is “willful”, institutions and involved individuals may
also face criminal penalties.”’” Participation in a money laundering
scheme or the knowing receipt of proceeds from criminal activity
is also a crime that can result in additional penalties, including
imprisonment for involved personnel.?®

B. U.S. Economic Sanctions Requirements

U.S. financial institutions must also collect personal data about their
customers to ensure the customers are not subject to, owned by parties
subject to, or affiliated with countries or regions subject to, U.S.
economic sanctions programs administered and enforced by OFAC.

OFAC maintains a list of Specially Designated Nationals and Blocked
Persons (“SDN”) to whom U.S. persons — which includes institutions
and their foreign branches — may not provide services.” Those
institutions and branches must routinely screen customers to determine
if any customer or certain beneficial owners are subject to sanctions.

OFAC also maintains country-based sanctions programs prohibiting
U.S. persons from trading with specific countries or territories, such
as Iran, North Korea, Syria, and Cuba,*® and similar “sectoral” or
“hybrid” sanctions relating to Russia and Venezuela.’! While most
sanctions programs apply to U.S. companies and their foreign
branches, the Iran and Cuba sanctions programs also apply to
foreign-incorporated subsidiaries of U.S. companies, meaning that
entities in the E.U. must comply with these sanctions programs if
their parent is a U.S. institution.*

In practice, both list-based sanctions and country-based sanctions
require institutions to use information that may be subject to GDPR
data use restrictions.

Failure to comply with U.S. sanctions law can result in significant
consequences, as OFAC takes a strict liability approach to
enforcement. The fines OFAC impose can be substantial, particularly
if the involved institution did not “voluntarily disclose” the violation
or did not maintain an adequate compliance program or due diligence
processes.”> Where violations are willful, DOJ can impose significant
criminal penalties and fines.**

IV. Implications

U.S. AML and economic sanctions laws and the GDPR are rife with
conflict, and noncompliance with either presents significant risk. It
does not help matters that neither the U.S. nor the E.U. recognise the
other’s law as a legitimate basis for noncompliance with its own regime.
The primary implication for financial institutions is that, unless and
until solutions arise after GDPR implementation, the conflict between
the GDPR and U.S. AML and economic sanctions laws cannot be
completely resolved. There are, however, steps financial institutions
can take to mitigate the potential impact of these conflicts.

A. E.U. Authorities’ Response to U.S. Obligations

E.U. financial institutions can generally rely on E.U. AML and
sanctions laws as a recognised “legal obligation” — i.e., one of the
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lawful bases — to collect and use customers’ personal data within
the E.U.* The difficulty arises when those E.U. institutions seek
to transfer such data to U.S. affiliates, or when U.S. institutions
subject to the GDPR independently attempt to collect data about
E.U. customers. In either of these circumstances, even assuming a
Standard Contractual Clause or other recognised legal instrument
exists for the transfer of the data to the U.S., it will be difficult for
institutions to identify a “lawful basis” for the transfer that E.U.
authorities are sure to accept.

Historically, financial institutions have relied on consent when
seeking to process personal data covered by E.U. data privacy
laws, but the GDPR makes obtaining valid consent considerably
more difficult. Under the GDPR, consent must be a “freely
given, specific, informed and unambiguous”.3* The GDPR further
specifies that “[i]f the data subject’s consent is given in the context
of a written declaration which also concerns other matters”, the
data processing consent request must be “clearly distinguishable
from the other matters, in an intelligible and easily accessible form,
using clear and plain language”.’” Further, “[w]hen the processing
has multiple purposes, consent should be given for all of them”.3
The GDPR also provides that consent is revocable at any time.*
Thus, consent is no longer a reliable lawful basis for institutions to
collect or transfer large amounts of information about E.U.-resident
customers to the U.S. Obtaining consent as a secondary basis for
the data transfer, however, is often prudent.

The “legal obligation” justification is also precarious. First, the
GDPR unequivocally refuses to recognise U.S. law (or any other non-
E.U. country law) as a “legal obligation” justifying the processing of
E.U. residents’ personal data. Thus, E.U. data protection authorities
are unlikely to be swayed by an argument that data needed to be
transferred to the U.S. to satisfy U.S. AML and economic sanctions
However, if an institution provides services in the E.U. but
conducts its global, enterprise-wide compliance functions out of
the U.S., as many multinational financial groups headquartered
in the U.S. do, then E.U. AML and sanctions laws can arguably
provide the “legal obligation” justifying the transfer of data to the
U.S. This will be helpful in the AML context, given the substantial
overlap between U.S. AML laws and E.U. AML laws; but it will
not always help with data transfers to comply with U.S. economic
sanctions laws, because OFAC sanctions lists will not always match
E.U. and U.N. sanctions lists. Further, it is unclear whether E.U.
data protection authorities will accept this invocation of the “legal
obligation” lawful basis, given their general scepticism of transfers
of data to the U.S.

laws.

Absent a clear lawful basis to transfer E.U.-resident customer data
to the U.S. under the GDPR, U.S. institutions will have difficulty
obtaining the information they need to conduct effective AML
programs and to ensure that they and their foreign affiliates do
not provide services to individuals and entities subject to OFAC
sanctions. U.S. institutions will also have difficulty responding
to requests from U.S. prosecutors, regulators, and courts, for
documents containing personal data subject to the GDPR, as the
GDPR provides that such requests are to be ignored unless procured
by MLAT or other international treaty device.

B. U.S. Authorities’ Response to E.U. Obligations

In general, U.S. prosecutors and regulators have been sceptical
of arguments that U.S. financial institutions could not obtain
information needed to effectively conduct AML and economic
sanctions monitoring and screening because of E.U. privacy
restrictions.* Indeed, DOJ and OFAC have pursued U.S. financial
institutions even where violations were caused or exacerbated by the
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fact that the U.S. institution could not obtain customer information
from a European affiliate, and DOJ has demanded that U.S. parent
companies produce data stored abroad with their subsidiaries in
Europe.*! Institutions that are subject to deferred prosecution
agreements have even greater difficulty convincing DOJ to give
credence to E.U. data privacy laws; in this scenario, it can appear to
the DOJ that the companies are selectively refusing to provide data,
and the DOJ will usually insist that the data be produced.

In the past, juxtaposed with DOJ’s and OFAC’s routine imposition
of multi-million-dollar — and in some recent sanctions cases,
billion-dollar — penalties, E.U. data protection penalties were
often considered trivial. E.U. data protection authorities rarely
enforced E.U. data privacy laws and, even when they did, they
rarely imposed fines of millions of dollars. U.S.-based financial
institutions therefore tended to prioritise compliance with U.S.
AML and economic sanctions laws and U.S. authorities’ requests
for information when they came into tension with E.U. data privacy
laws. Relatedly, U.S. financial institutions have typically ultimately
acquiesced to DOJ’s requests for data stored in the E.U., even if
there is arguably a basis to refuse such requests under E.U. data
privacy laws. The potential for substantial penalties under the
GDPR could alter these dynamics.

C. Steps Forward

The GDPR has and will continue to change the way financial
institutions balance their U.S. AML and economic sanctions
obligations and their E.U. data privacy obligations, but it is unclear
whether it will cause U.S. prosecutors and regulators to revisit their
approaches to civil and criminal investigations and penalties. There
are some general steps that U.S. financial institutions can take to
prepare:

1. Determine whether your institution is subject to the GDPR.

m  As a threshold matter, institutions should carefully assess
whether any of their U.S. operations are subject to the
GDPR by considering whether those operations serve
customers living in the E.U. and whether they market in
the E.U. or monitor customer behaviour in the E.U.

m Institutions that conclude that they are not themselves
subject to the GDPR should consider to what extent they
need to obtain personal information from affiliates in the
E.U., for example, affiliates for whom they provide U.S.
dollar clearing functions.

2. Identify a lawful basis for obtaining data from the E.U.

m Institutions that conclude that they are subject to the GDPR
should identify the lawful basis or bases on which they will
rely to obtain personal data about E.U. customers.

m Institutions that conclude that they are not themselves
subject to the GDPR, but that need to obtain personal
information from affiliates in the E.U., should confirm
that the E.U. affiliates have identified a lawful basis to
transfer data to the U.S.

3. Ensure that notice and consent forms are GDPR-compliant.

m Because consent may be a lawful basis in certain
circumstances, institutions subject to the GDPR or that
have E.U. affiliates should ensure that E.U. customers
receive customer notice and consent forms that specify
that personal data will be transferred to the U.S. to comply
with U.S. AML and economic sanctions laws. The forms
provided to customers must be unambiguous and not
unduly long or complex.

4. Ensure that adequate data protection safeguards exist.

m Institutions should carefully review any existing standard
contractual clauses or other data protection agreements
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with E.U. affiliates from whom they receive personal data
to ensure that the agreements cover all data processing
activities in which the institution engages for AML and
economic sanctions purposes.

5. Prepare for prompt notification in the event of a data breach.

m Institutions should ensure that they have mechanisms in
place to issue data breach notifications to data protection
authorities within 72 hours of discovering any such breach
and promptly to affected customers.

6. Appoint a Data Protection Olfficer.

m Institutions subject to the GDPR should appoint a Data
Protection Officer to oversee their GDPR implementation
and compliance going forward.

7. Monitor GDPR developments.

m The Article 29 Working Party is an advisory body of
representatives from each E.U. Member States’ data
protection authority, the European Data Protection
Supervisor, and the European Commission. The Working
Party continues to issue guidance concerning the
application and interpretation of the GDPR, which should
be considered an evolving body of law. Institutions
should monitor guidance from the Working Party to
ensure that their understanding and implementation of
GDPR requirements are up to date.

These recommendations are intended to provide general guidance,
but they should not replace more tailored advice focusing on the
needs and operations of particular institutions.

V. Conclusion

The GDPR generates new questions and concerns for U.S. financial
institutions that directly provide services to E.U. residents or must
coordinate their compliance functions with financial institutions in
the E.U. Financial institutions’ U.S. AML and economic sanctions
obligations, which require collection of personal information about
customers, is in tension with the GDPR, which generally does
not recognise these obligations as a lawful basis to process E.U.
residents’ data. Although the regulatory environment in both the
U.S. and E.U. will evolve upon implementation of the GDPR and
much remains unclear, institutions must be aware of these tensions
and take certain measures to prepare.
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C.F.R. Appendix A to Part 501.

12 U.S.C. § 1956; 12 U.S.C. § 1957.

OFAC Specially Designated Nationals and Blocked Persons
List,  https://www.treasury.gov/ofac/downloads/sdnlist.pdf
(last updated Apr. 6, 2018).

See Sanctions Programs and Country Information, U.S.
Dept. of Treasury, https://www.treasury.gov/resource-center/
sanctions/Programs/Pages/Programs.aspx (last updated Apr.
6,2018).

See e.g., Executive Order 13662 (Mar. 20, 2014); Executive
Order 13808 (Aug. 24, 2017).

31 C.FR. § 560.215; 31 C.F.R. § 515.329. See also OFAC
FAQ, U.S. Dept. of Treasury, https://www.treasury.gov/
resource-center/fags/Sanctions/Pages/faq general.aspx.

See 31 CFR. §
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33.

34.

35.

36.
37.

See, e.g., Settlement Agreement Between U.S. Dep't of
the Treasury, Office of Foreign Asset Control, and Crédit
Agricole Corporate and Investment Bank, COMPL 1000368
(Oct. 15, 2015), https://www.treasury.gov/resource-center/
sanctions/CivPen/Documents/20151020_cacib_settlement.
pdf (settling for a $330 million fine for egregious violations
not voluntarily disclosed).

See 50 U.S.C. § 1705. See also Press Release, U.S. Dep’t
of Justice, ZTE Corporation Agrees to Plead Guilty and Pay
Over $430.4 Million for Violating U.S. Sanctions by Sending
U.S.-Origin Items to Iran (Mar. 7,2017), https://www.justice.
gov/opa/pr/zte-corporation-agrees-plead-guilty-and-pay-
over-4304-million-violating-us-sanctions-sending (imposing
a combined penalty of $1.19 billion with Dep’t of Treasury
and Dep’t of Commerce).

Indeed, the U.K. ICO’s Guide on the GDPR specifies that
a financial institution may “rel[y] on the legal obligation
imposed by the Part 7 of Proceeds of Crime Act 2002 [one
of the U.K.’s chief anti-money laundering laws] to process
personal data in order submit a Suspicious Activity Report to
the National Crime Agency when it knows or suspects that a
person is engaged in, or attempting, money laundering”. 1CO
Guide, supra note 22.

GDPR Article 4(11).
GDPR Atrticle 7(2). See also Recital 42.
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38.  Recital 32.

39. GDPR Article 7(3). Any processing that occurred pursuant to
consent and before that consent was revoked remains valid,
however. Id.

40. See, e.g., Remarks by Assistant Attorney General for the
Criminal Division Leslie R. Caldwell at the 22nd Annual
Ethics and Compliance Conference, Oct. 1, 2014, https:/www.
justice.gov/opa/speech/remarks-assistant-attorney-general-
criminal-division-leslie-r-caldwell-22nd-annual-ethics.

41.  See U.S. v. Microsoft Corp., No. 16-402, On Writ of
Certiorari to The United States Court of Appeals for The
Second Circuit. The question in this case is whether the DOJ
can compel Microsoft to produce documents it has stored on
servers in Ireland maintained by its Irish subsidiary.
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