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Privacy and Data Protection Issues for Nonprofit 
Organizations

Nonprofit organizations face the same privacy and data protection challenges and 
requirements that apply to any business. As compared with for-profit enterprises, 
nonprofits also must often face these challenges and meet these requirements with 
smaller budgets and fewer resources, and with staff that may not be experienced 
in addressing privacy and data protection issues. Moreover, in the event of a data 
breach, nonprofits may suffer even greater harm than some for-profit enterprises if 
they lose trust and confidence of current or prospective donors and other supporters.

In the past few years, nearly all U.S. jurisdic-
tions and many foreign jurisdictions have 
imposed a variety of obligations on enti-
ties that collect, use and store “personal 
information,” which generally is defined 
to include a person’s name, together with 
a driver’s license or other state-issued 
identification number, bank or credit card 
number, or financial account number. The 
federal government and some states have 
also adopted requirements designed to pro-
tect “personal health information,” which is 
commonly defined to include any informa-
tion about a person’s physical or mental 
health condition, the provision of health 
care, or payment for health care services. 
In addition to these governmental regula-
tions, the credit card industry also imposes 
numerous data security requirements on 
any entity that accepts or processes credit 
card payments. 

Most nonprofits collect, use and store 
“personal information” concerning their 
patrons and donors, as well as their staff. 
Many also collect, use and store “personal 
health information,” at least with respect 
to staff. Such organizations now must 
have comprehensive, written information 

security programs, which include adminis-
trative, technical and physical safeguards 
for protecting the confidential information 
of employees, donors and others. In the 
event the privacy of such information is 
compromised, the organization also must 
be prepared immediately to comply with 
the “data breach” laws that have been 
adopted by almost all states and some for-
eign jurisdictions.

Our firm’s Tax Exempt Organizations 
Practice Group works closely with the firm’s 
Privacy and Data Protection Group to assist 
our nonprofit clients in complying with the 
myriad requirements that now pertain to pri-
vacy and data protection. We have assisted 
clients in developing the required policies, 
procedures and programs to comply with 
applicable legal, regulatory and contrac-
tual requirements. We also have worked 
with nonprofit organizations of all sizes 
and types throughout the United States in 
a variety of data breach situations, help-
ing our client to manage the crisis, provide 
required notices to governmental agen-
cies and affected individuals, and institute 
remedial measures to assist those affected 
individuals. 
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For further information 
concerning our 
representation of nonprofit 
organizations on privacy 
and data protection 
matters, please contact 
Ted Augustinos, a member 
of our Privacy and Data 
Protection Group and our 
Breach Response Team, 
and of our Tax Exempt 
Organizations Practice 
Group. Ted may be reached 
at 860.541.7710 or 
taugustinos@eapdlaw.com.
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This advisory is for guidance only and is not intended to be a substitute for specific legal advice. If you would like further 
information, please contact the Edwards Angell Palmer & Dodge LLP attorney responsible for your matters or the attorney 
listed below:

Theodore P. Augustinos, Partner +1 860 541 7710 taugustinos@eapdlaw.com

This advisory is published by Edwards Angell Palmer & Dodge for the benefit of clients, friends and fellow professionals on matters of interest. The 
information contained herein is not to be construed as legal advice or opinion. We provide such advice or opinion only after being engaged to do so with 
respect to particular facts and circumstances. The Firm is not authorized under the UK Financial Services and Markets Act 2000 to offer UK investment 
services to clients. In certain circumstances, as members of the Law Society of England and Wales, we are able to provide these investment services 
if they are an incidental part of the professional services we have been engaged to provide.

Please note that your contact details, which may have been used to provide this bulletin to you, will be used for communications with you only. If you 
would prefer to discontinue receiving information from the Firm, or wish that we not contact you for any purpose other than to receive future issues of 
this bulletin, please contact us at contactus@eapdlaw.com. 

© 2010 Edwards Angell Palmer & Dodge LLP a Delaware limited liability partnership including professional corporations and Edwards Angell Palmer & Dodge 
UK LLP a limited liability partnership registered in England (registered number OC333092) and regulated by the Solicitors Regulation Authority.

Disclosure required under U.S. Circular 230: Edwards Angell Palmer & Dodge LLP informs you that any tax advice contained in this communication, 
including any attachments, was not intended or written to be used, and cannot be used, for the purpose of avoiding federal tax related penalties, or 
promoting, marketing or recommending to another party any transaction or matter addressed herein.

ATTORNEY ADVERTISING: This publication may be considered “advertising material” under the rules of professional conduct governing attorneys in 
some states. The hiring of an attorney is an important decision that should not be based solely on advertisements. Prior results do not guarantee 
similar outcomes.
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