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Overview

China is to reach a new height in enhancing national security in data area. On June 10,
2021, China adopted the widely concerned Data Security Law (the “DSL”) at the 29th
Meeting of the Standing Committee of the 13th National People’s Congress, China’s

top legislature.

The widely applicable DSL with extraterritorial effect clarifies the State’s regulatory
system for data security, requires data security protection obligations to be performed,

and further increases the penalties based on the second draft of the DSL.

Considering that the DSL will come into effect as of September 1, 2021, during the
short grace period, entities to which the law applies are suggested to establish the
relevant compliance systems and perform data security protection obligations as
required as soon as possible, in order to be prepared for the upcoming implementation

of the new legislation.

This alert aims to provide a general picture of the DSL, and to discuss the possible
impacts of this law on entities operating in China, as well as the highlights to be paid
attention to when conducting data compliance in accordance with this law for kind

reference.

. Scope of Application

According to Article 2 of the DSL, the law applies to data processing activities and their
security regulations carried out within the territory of China. Meanwhile, data
processing activities carried out outside of the territory of China that harm the national
security, public interests or lawful interests of citizens or organizations of China, will

be held liable in accordance with the law.

This provision reflects the law’s certain degree of extraterritorial application effect,
which is consistent with the practice of countries around the world to extend their
jurisdiction over data through legislation. That means, entities processing data outside

of China may also be governed by this law.



Besides, under the DSL, “data” is broadly defined as any record of information in
electronic or non-electronic form, and “data processing” widely includes activities such

as collection, storage, use, refinery, transfer, provision and disclosure of data.

1. Enforcement Authorities

Similar to the regulation of personal information protection in China, data security is
also regulated by multiple parties. On this basis, the DSL clarifies that the central
national security leadership agency (namely the National Security Commission) is
responsible for the decision-making and coordination of data security-related works;
and other regulatory departments like the Cyberspace Administration of China and the
Ministry of Public Security, competent authorities of industries like finance and
healthcare, and local governments are responsible for the relevant regulation of data

security within their respective scope of duties.

As the DSL does not change the current polycentric supervision on data security, but
maintains such status quo to some extent, the data processing activities of an entity may
be subject to multiple law enforcement authorities’ regulations with different

perspectives in practice.

I11.  Highlights for Data Security Compliance

The DSL creates a series of data security systems, including data categorization and
classification, data security review, etc., and establishes a basic framework for data
security. At the same time, this law puts forward some data security protection
obligations for entities carrying out data processing activities, and stipulates penalties
for violations to ensure that they are complied with. As such, for the relevant companies,
it is suggested to pay attention to the following highlights when conducting compliance

work in accordance with the law.
1. Data Categorization and Classification

Data categorization and classification is not a new concept, but has been mentioned in



several regulatory documents, such as the Industrial Data Categorization and
Classification Guide (Trial) issued by the Ministry of Industry and Information

Technology of China in 2020. The DSL reiterates it as a data security system.

Further, the DSL provides that data categorization and classification protection shall be
implemented according to the level of importance to the State’s economic and social
development, as well as the degree of harm to the national security, social interests or
lawful interests of citizens and organizations, if the data is tampered with, destroyed,

leaked or illegally obtained or used.

According to the new law, a catalog of important data will be formulated at the national
level, and each region and department will make specific catalogs of important data in
their own region and department on this basis. The relevant entities shall be subject to
the above-mentioned catalogs when categorizing and classifying data. For now, before
the catalogs are released, it is recommended that the relevant companies could sort out
and identify internal data at first, and prepare for the following categorization and

classification work.
2. Important Data Protection

The DSL proposes to strengthen the protection of important data, which is generally
understood as data closely related to national security, economic development, and
social public interests; and puts forward the following special requirements for the

processor of important data.
a) Responsible Person and Department for Data Security

The DSL requires that the processor of important data shall designate a person in charge

and set up a management department, to fulfill data security protection responsibilities.

The law does not further elaborate on the duties and responsibilities of the person in
charge and the management department. In addition, whether the person in charge of
data security can concurrently serve as the person in charge of network security required
by the Cybersecurity Law and the person in charge of personal information protection
that may be required by the coming Personal Information Protection Law remains to

be further clarified as well.



b) Risk Assessment

The processor of important data shall conduct risk assessment of its data processing
activities regularly, and submit a risk assessment report to the competent authority
according to the DSL. Such risk assessment report shall include the categories and
quantities of important data processed, how data processing activities are conducted,

and the potential data security risks and responding measures.
C) Cross-border Transfer of Important Data

The Cybersecurity Law has stipulated the requirements on the export of important data
by critical information infrastructure operators (“CIIOs”). The DSL extends the
restriction on the cross-border transfer of important data to general data processors,
namely non-CIIOs. According to this law, the national cybersecurity and
informatization department will take the lead to formulate the security management
measures for important data export by non-CIIOs, which shall be highly concerned by

the relevant entities, especially multinationals.

Notably, the Hainan Free Trade Port Law, which was approved on the same day as the
DSL and took effect concurrently, proposes for the first time at the level of law that
China supports Hainan Free Trade Port to explore and implement a regional
international data flow system. It is speculated that the policies and regulations on
cross-border transfer of data in free trade zones and ports in China may be more flexible

in the future, therefore be more benefit for the relevant entities.

In addition, the DSL, puts forward a new concept of “national core data”, which is
defined as data related to national security, the lifeline of the national economy,
important people’s livelihood, and major public interests. Also, the law indicates that
national core data shall be protected with a more stricter management system. However,
the DSL does not elaborate in this regard, and further requirements remain to be

clarified in the future.
3. Data Security Review

Pursuant to the DSL, China will establish data security review system, to review the

data processing activities that affect or may affect national security. As no detailed rules



has been made in this regard, it is supposed that such system may share a similar idea
to the existing cybersecurity review of China, which is conducted when CIIOs purchase

network products or services that affect or may affect national security.
4. Export Control and Reciprocating Measures

In the context of the current international situation, China states in the DSL that it
implements export control on data that constitutes controlled items, and imposes
reciprocating measures against the countries and regions that adopt discriminatory
prohibitions, restrictions or other similar measures against China. The above provisions
are in line with China’s Export Control Law promulgated in 2020 and the Anti-foreign
Sanctions Law which was approved on the same day as the DSL and took effect on that
day. As such, the relevant companies should pay great attention and make

corresponding compliance arrangements in this regard.
5. MLPS-based Data Security Protection Obligations

The DSL requires entities carrying out data processing activities to perform data
security protection obligations on the basis of the establishment of multi-level
protection scheme (“MLPS”). Those obligations include setting up and improving data
security management system across the entire workflow; organizing and conducting
data security training, and adopting technical measures and other necessary measures

to ensure data security.

MLPS is a system provided under the Cybersecurity Law that requires network
operators to perform related obligations to protect network security and prevent data
breach. The relevant entities need to file MLPS with the local public security organs in
accordance with the relevant regulations and national standards. After the
implementation of the DSL, it is expected that the enforcement activities against failing

to file MLPS may increase accordingly.
6. Risk Monitoring and Security Incident Handling

Pursuant to the DSL, when carrying out data processing activities, entities shall
strengthen risk monitoring, and immediately adopt remedial measures when data

security defects and vulnerabilities are found. Meanwhile, when data security incidents



occur, entities shall promptly take responding measures, notify users and report to the

competent authorities.

Obviously, the above provisions are similar to those regarding cybersecurity incident
response mechanism provided under the Cybersecurity Law, and those regarding
personal information breach response mechanism under the draft of the Personal
Information Protection Law. As such, the relevant entities may establish a set of

emergency plans to deal with different security incidents in the future.
7. Request for Data by Law Enforcement Organs in and outside China

Countries around the world are strengthening their own data sovereignty. China follows
such trend and makes it clear in the DSL that, on one hand, the relevant organizations
and individuals are obliged to cooperate with public security agencies and national
security agencies’ request for data for the purpose of maintaining national security or
investigating crimes; on the other hand, organizations and individuals in China are not
allowed to provide data stored within the territory of China to foreign judicial or law

enforcement agencies without the approval of the competent authority.

In this regard, when the relevant entities participate in judicial procedures or confront
administrative investigations outside of China, attentions shall be paid to abide by the
relevant provisions and consider the requirements under the laws and regulations such

as the International Criminal Judicial Assistance Law of China.
8. Data-related Anti-unfair Competition and Anti-monopoly

The final version of the DSL adds a new provision compared with the previous two
drafts, according to which entities grabbing or illegally collecting data in other ways,
or carrying out data processing activities that eliminate or restrict competition or
damage the lawful rights and interests of individuals and organizations, shall be

punished in accordance with the relevant laws and regulations.

In the era of Internet economy, platforms may use crawlers and other technical
measures to access others’ data, and Internet giants that have a large amount of data
may use data combined with algorithms to gain competitive advantages. The above

provisions mainly target illegal data crawling and abuse of data to restrict competition,



which is in line with and echoes the ideas and requirements under the Anti-unfair

Competition Law and the Anti-monopoly Law, especially the Anti-monopoly Guidelines

on Platform Economy newly released in February 2021.

IV. Legal Liabilities

For violations of data security protection obligations and other data security

requirements, the DSL stipulates two-level legal liabilities based on the severity of

circumstances, for both entities/individuals that violate the law and the directly

responsible persons of the violators, as follows.

Violations

In General Circumstances

In Severe Circumstances

Entities/ Responsible | Entities/ Responsible
Individuals Persons Individuals Persons
Failing to s Order to A fine ranging | * Suspension A fine ranging
perform data rectify from of related from
security . CNY 10,000 to | business CNY 50,000 to
* Warning
protection CNY100,000 ) CNY200,000
.« Afine * Suspension
obligations; (about USD . ) (about USD
o £ for rectification
failing to conduct | TEMETOM 15 630) 31,260)
. L CNY50,000 to * Revocation
risk monitoring
Art. 45 | and report CNY500,000 of business
incidents: (CIIOs) (about USD license
failing to conduct 78,150) * Afine
risk assessment ranging from
and submit report CNY500,000 to
CNY 2 million
(about USD
312,600)
Art. 46 Failing to fulfill s Order to The same as * Suspension A fine ranging
the requirements of related from




regarding rectify above business CNY 100,000
important data . . to CNY1
* Warning * Suspension
rt illi
eXPO for rectification ron
* Afine
ranging from * Revocation
CNY100,000 to of business
CNY [ million license
bout USD
(abou * Afine
156,300) .
ranging from
CNY I million
to CNY 10
million (about
USD 1.56
million)
Failing to s Order to The same as N/A N/A
cooperate with rectify above
Chinese agencies’ .
* Warning
Art. 48 request for data
* Afine
ranging from
CNY50,000 to
CNY500,000
Providing data to | * Order to The same as * Suspension A fine ranging
foreign agencies | rectify above of related from
without approval . business CNY 50,000 to
* Warning
_ CNY500,000
* Suspension
Art. 48 * Afine (about USD
. for rectification
ranging from 78.150)

CNY 100,000 to
CNY 1 million

¢+ Revocation
of business

license




* Afine
ranging from
CNY I million
to CNY 5
million (about

USD 781,500)

Notably, the DSL also provides that where the national core data management system
is violated, and national sovereignty, security and development interests are endangered,
the violator shall be fined up to CNY 10 million (about USD 1.56 million), and imposed
penalties such as suspension of related business, suspension for rectification, and

revocation of business license.

Besides, it is specified in the DSL that, any violation of this law that constitutes a crime,
shall be investigated in accordance with the criminal law, and if damage is caused to

others, civil liability shall be borne correspondingly.

V.  Conclusion and Looking Forward

As mentioned above, the grace period of the DSL is less than three months, the relevant
entities are suggested to start or at least prepare for compliance work as quickly as
possible, including but not limited to conducting data categorization and classification,
establishing important data/core data protection systems, and fulfilling data security
protection obligations. Meanwhile, given that many provisions under the DSL remain
to be further clarified and detailed, close attention should be paid to the promulgation

of supporting rules and measures as well.

After the implementation of the DSL, it is expected that the law enforcement activities
based on this law will be carried out and gradually normalized, so the relevant entities
may face more risks in their business operations. On the other hand, the DSL states that
China establishes and improves data transaction management system and cultivates
data transaction markets, entities may, in this regard, usher in opportunities and

development in the coming future.
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Appendix: Data Security Law of the People’s Republic of China

Chapter | General Provisions

FEE BN

Article 1 This Law is promulgated in order to
regulate data processing activities,

ensure data security, promote data development
and use, protect the lawful rights and interests
of individuals and organizations, and safeguard
national sovereignty, security,

and development interests.

o VSIS Rk €Y (SENTEIR
DR b Bl 2 4, fie 3t 2 T A
M, RPN HEREVERLS,
A E K TR RN N A,
e AL

Article 2 This Law applies to data processing
activities and their security regulations
carried out within the territory of the People’s
Republic of China.

Data processing activities carried out outside of
the territory of the People’s Republic of

China that harm the national security, the public
interests, or the lawful interests of citizens

or organizations of the People’s Republic of
China, will be held liable in accordance with law.

Bk AP AL E AT
AR A EE B R e i, T
MA .

FE e N RO AN [ 58 41 T & 2 afs
ARFRIE B, #E E NRILANE
Kza AR EE AR HH
VAR, HIRE TR ST

Article 3 “Data” as mentioned in this Law, refers
to any record of information in electronic or non-
electronic form.

“Data processing” include activities such as the
collection, storage, use, refinery, transfer,
provision, or public disclosure of the data.

“Data security” refers to the ability to ensure that
data remains in the condition of being effectively
protected and lawfully used, and to safeguard
data remaining in a continually secure state
through adopting necessary measures.

BEF RLPREIE, RIRAER
PUAL 7 B AR L7 SO (5 B
Lo

B ab2E, QARSI R 174
R Nt SRt ATF5ES

Bl 2 4, AR R IO 24
it B ORI AL T AT R ORI AN ik
FFHEPIRAS, PLRH & ORFERF AL %
SR RE

Article 4 To ensure data security, the holistic
view of national security shall be upheld,

BN YEd B 2 ax, B R
RER AW, EALfE AR 2 4
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data security governance systems shall be
established and completed, and data security
protection capabilities shall be increased.

AHEAAR R, R % R
Ji

Article 5 The leading central national security
agency is responsible for the decision

making and coordination related to national data
security works. The agency researches, drafts,
and guides the implementation of national data
security strategies and related major policies and
plans; it also coordinates major issues and
important tasks of national data security and
establishes a National Data Security
Coordination Mechanism.

BRF PR E K LW T H
T 1 S e 2 4 AT R R SR
I, DHHE . 15T E X
BT 22 A R g AN A % B K 7 4TI
K, G i B XA e A K
OGN BT AR, Sl 37 [ M %
S AR R

Article 6 Each region and department bears
primary responsibility for the data security and
the data created and collected through the work
of that region or department.

Regulatory departments such as industry,
telecommunications, transportation, finance,
natural resources, public health, education,
scientific technology, and finance are responsible
for the regulation of data security in their
respective industries or sectors.

The public security agency and national security
agency are responsible for the regulation of data
security within their respective scope of duties in
accordance with this Law, other relevant laws
and administrative regulations.

The state cyberspace administration is
responsible for the comprehensive coordination
and relevant regulation of data security in
accordance with this Law, other relevant laws
and administrative regulations.

FANFEMX ., BABT IR A
AR A e B N A ) KA
Y& {CTR e NN

Tk BAE. A28, et HARE
P PARE. #HE. PEEEE
FRIIAREARAT Y . AUk 22 4

Paran ==
Jlag=gi 5

NEPLR HH L EPREFKIEA
A RIE . ATBUEIE,
FE25 H B ST N 7R S HOdE % 4

ST =
WEIRTT,

B o A 0 1D B A VA AN 5 i%
i ATBUEMIAE , 75T4 % i
R I 2% Bl 22 4 AN R MR AT

Article 7 The State protects the data-related
rights of individuals

Bk BREADN HA S5 HHE
ARG, BOEERKIE S EA
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and organizations; encourages lawful,

reasonable, and effective use of data; ensures the
lawful and orderly free flow of data; and
promotes the development of the digital economy
with data as a key factor.

ORI, ARBSR R e E i
3, L LR X T R T
BRI

Article 8 Entities carrying out data processing
activities shall comply with laws and regulations,
respect morals and ethics, comply with
commercial and professional ethics, be honest
and responsible, fulfill data security protection
obligations, and undertake social responsibilities.
It is prohibited to harm national security
interests, public interests, or the lawful rights and

interests of individuals and organizations.

BN TTIREHE LIS, N4
WAL A, BEA S AER
W, sy L TE AR AN R MY B
WSS AE, JBRAT Bl 2 R X
5%, AR IE, MIEFRK
zAa. AR, AREREDSAL
HARIEVEN 2

Article 9 The State supports the promotion and
popularization of data security knowledge to
improve the awareness and level of data security
protection; promotes relevant departments,
sectoral organizations, enterprises, and
individuals to jointly participate in data security
protection work, and; creates a beneficial
environment in which the whole society jointly
safeguards data security and promotes
development.

B EF ST R B 22 4
WEARE K, featta s«
EORYEARAUK, HEZh A KT
I3 AT B ol
PMANFELFAZ 5 H G 22 R_y L
18, B gt 2 IL R Yy Hidl 2 4
ANt A e i) R AP

Article 10 Relevant industry organizations may
formulate codes of conducts and organization
standards for data security by laws; strengthen
self-regulation within respective industries;
guide member entities to improve data security
protection; enhance data security protection
standard; and promote the healthy development
of the industry.

FT%k HRITHS LR SR,
W] E B 2 4 AT 9 v AN
brdE, msRATIL A, RS A
InsEEE 2R, g s
TR, AT ML AR R

Article 11 The state actively carries out
international exchanges and cooperation in the
fields of data security governance, data

B —% HEBRIT R Hdhs %242
HERZEN 4 Epa -l R R ] RN
s alE, 58 cEMRE
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development and utilization; participates in the
formulation of international rules and standards
related to data security, and promotes the safe
and free flow of data across borders.

BRI AR R ), et Kdfa s
Sz a. B,

Article 12 Any individual or organization has the
right to file a complaint about or report

acts violating the provisions of this Law to
departments responsible for data security duties.

The departments receiving complaints or reports
shall handle them in a timely manner and
in accordance with law.

B AEMANNL HHIHAH
X S AR L E AT O R A R
EHERIHUR 2k, WEIFR. 26
A FR TR 2 K RV AL 2

AR EE TN 20 F - 288 A H)
HRAE 2T LR, RIPSR. 2541
N E R -

Chapter II Data Security and Development

BoE FRREERE

Article 13 The State makes overall planning of
the development and security; promoting data
security through data development and use as
well as through industrial development

and ensuring data development and use as well as
industrial development through data security.

FH=%F ERGEREMZ 4,
LB T R A A= ol 4 e i a3k
ot zear, DL % A DRl T
KA AL R R o

Article 14 The State implements a big data
strategy to enhance data

infrastructure construction, to encourage and
support the innovative application of data in all
industries and sectors.

People’s Governments at provincial level or
above shall incorporate digital economy
development into their economic and social
development plans, and stipulate digital economy
development plan according to their needs.

BT DU R SR o
HERE AR SR B B, b AN
SCRFBRAE AT ML U B
2 o

B R ENRBUG N 2R 807 4
TrR RN A G H RGNt =
RFERRKI, AR 7 e v
TF R SRR o

Article 15 The State supports the development
and utilization of data to improve the level of
intelligence in public services. The needs of the
elderly and the disabled should be fully

BTR% ESSCRIT R A EE
FETH A SRS 1 REAL KT SR At
B ARG, NETENHREE

=}
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considered, and intelligent public services should
be provided to them to avoid obstacles to the
daily lives.

CNNE 3/ INCIE B R S E G
AN BRIRN I H & AL i il A

Article 16 The State supports research on data
development and use as well as data

security technologies; encourages the
dissemination and commercial innovation of
technologies in areas such as data development
and use, data security; and fosters and develops
products and industrial systems for data
development and use, and for data security.

ey WP S ESE € IPiW il
B 2 AR T, S BRI
A A s 2 4 S U BR
He)FEDLAE, BE . KRS
TFR ARG 2 47 b Pl Af
Fp

Article 17 The State promotes the construction
of data development and use technology and data
security standards systems. The administrative
department for standardization of the

State Council and relevant departments of the
State Council shall organize the stipulation and
timely revision of standards concerning data
development and use technologies and products
and data security standards, according to their
respective duties and responsibilities. The

State supports entities such as enterprises, society
organizations, as well as education and

scientific research institutions, to participate in
the formulation of standards.

BH-% EHEEBIEITRAM
BORANE G  ahrE iR R e, [
55 e Am VAL AT B B 1T A 55
AT SGHR IR %% 5 B ST, A2
il % JF & AT A R BRI KA
FIBCAR 7 it RO B 22 42 A R A
o B SRR, thox BRI
B B EES 5 bR HER]E -

Article 18 The State promotes the development
of services such as data security assessment, and
certification. It supports professional institutions
to provide services such as data

security assessment, and certification in
accordance with law.

The State supports relevant departments, industry
organizations, enterprises, education and
scientific research institutions, and professional
institutions to collaborate in the assessment,
prevention, and disposal of data security risk.

B\ L Hdhs 2 Al
PP INIESE ARSI AR, SCRFEL
P ARV, . DRSS ALY
WIETT IR 553520

S-SR E SN 44 LA A
HE MBI A RS
Bl 2 e WS VR BV AL ES5T7
T T Fe WA
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Article 19 The State establishes and completes
data trading management systems, standardizes
data trading activities, and cultivates a data
trading market.

FHFk BERE AT S
EELHIE, MBI AT N, B
AR S

Article 20 The State supports entities such as
education, scientific research institutions and
enterprises to develop education and training in
data development and use technologies and data
security, to adopt various methods to train talents
in data development and use technologies and
data security, to promote talents exchange.

Bk EESHFHE B
A A Ml 55 Je K s I A BOR
AN 2 AR AR, R
2 M5 A TR B TT R R BOR
A 2T WA, et AA5E

325
Uil o

Chapter III Data Security Systems

B8 FRREH R

Article 21 The State shall establish a data
categorization and classification protection
system, implement data categorization and
classification protection, according to the level of
importance to the State’s economic and social
development, as well as the degree of damages to
the national security, social interests or the lawful
interests of citizens and organizations, if the

data is tampered, damaged, leaked or illegally
obtained or used. The State shall stipulate

the important data catalogue and

The National Data Security Coordination
Mechanism coordinates relevant departments to
develop an important data catalogues; strengthen
the protection of important data. The data related
to national security, the lifeblood of the national
economy, people's wellbeing, and public interests
is categorized as the national core data, which
needs to be implemented with a stricter
management system.

Each region and department, shall stipulate a
regional, departmental, as well as
relevant industrial and sectoral important

Btk B HE K
PRI, RAIEBIRAE LT L=
RFEF I EEREEE, D — EEE
B BOA . R s ARIEER A
FRERM, WEER L E, AR
E AR HEGER GG R
FRSE, X HERAT 0 K Sk
o -

) % M Hls 22 4 AR B R L 52 %%
v SGHR ] 1 E EE AR %
JnsE X AR K PR R AR K
Za, ERETmK. EERA.
R A I 55 K & T B X
CoMOHE,  SEAT SE N R 1 B
JZ.

FHLD A HR T 2 2 IR 7
TP RRI L, WhE AL A
[JRA B AR SAT M . 4503 1 o 2 A A
AR, WA B ST
R
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data specified catalogue, according to the data
categorization and classification protection
system, and shall undertake special protections
for data listed in the catalog.

Article 22 The State establishes a centralized,
efficient, and authoritative mechanism for

data security risk assessment, reporting,
information sharing, supervision, and

warning. The National Data Security
Coordination Mechanism coordinates relevant
departments to strengthen work on data security
risk information acquisition, analysis,
determination, and warning.

BT EXREEPG =
RO B 2 4 ULV Ad - 4
H AR WNENLH . 5
KU 2 4 AR B I L 5258 By
AT O BT 110 o K s 22 4 R A5
BREREC A BT WAL T AR

Article 23 The State establishes a data security
emergency response mechanism. In the event of
a data security incident, departments responsible
for data security duties shall implement

the emergency plan, adopt appropriate
emergency response measures, prevent
expansion of harms, eliminate security risks, and
publicly release warning information relevant to
the public in accordance with laws

BT =% B R © N
SRCENU . KA AR,
A REE TR HE R 32
T, RIUR L A B S Ak B 4 it
Bribfa sy R, W e, Jf
LI AL 2 R AT 5 2 T R

— [
ﬂ?fa A%\o

Article 24 The State establishes a data security
review system, and conducts national

security review on data processing activities that
affect or may affect national security. Security
review decisions issued in accordance with laws
are final decisions.

Sy o 1B S S VA € R e o
AL, X R B 7T AE 2 [ 5K
2 A R HUHE A B B AT [ K %
EHE, KIAMFHN L eETERE
NI RTE -

Article 25 The State imposes export controls on
types of data which are controlled items

and related to the protection of national security
and interests, as well as the fulfillment

of international obligations in accordance with
law.

B TRFK H S EER L
SRR S JEAT [ B AR &
T ) A IR AR R S
Bl

17




Article 26 For any country or region that adopts
discriminatory prohibitions, limitations or

other similar measures against the People’s
Republic of China with respect to matters such
as investment or trade related to data, data
development and use technology, the People’s
Republic of China may adopt measures
reciprocally toward that country or region
according to the actual circumstances.

BN AT E K B X AE
55 50tE A B T R A SR A
RIPLBE . A 55T AR
SN E RIS AL PR R ZE LR PR B
HHAMSAE R, e AR
[ AT DUAR 38 S B 15 0 %t 12 [ 2% B
L XS SR A it

Chapter IV Data Security Protection
Responsibilities

BT BERERT XFE

Article 27 Entities carrying out data processing
activities shall establish and complete a

data security management system across the
entire workflow, organize and conduct data
security training, and adopt corresponding
technical measures and other necessary measures
to safeguard data security in accordance with
laws and regulations. When using the Internet
and other information networks to carry out data
processing activities, they should perform the
above-mentioned data security protection
obligations, based on the network security level
protection system.

Entities processing important data shall designate
a data security officer and set up a management
office, to fulfill data security protection
responsibilities.

BB T REE A B B N
HIRBEE . ERLE, i
AR 7 e I, HA
T e = a5, REUH R
FRIBCAR T Tt A0 A 00 B I, DR
Bl 224z o M) F IR O 4845 U5 ) 2%
T AR AL BEE BN, B 24 1E 128 2 4
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Article 28 Entities carrying out data processing
activities as well as researching and
developing new data technologies, shall benefit
the economic and social development, enhance
people’s welfare, and conform with morals and
ethics.
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Article 29 Entities carrying out data processing
activities shall strengthen risk monitoring. Where
entities discover risks such as data security
defects or leaks, they shall immediately adopt
remedial measures; when data security incidents
occur, entities shall immediately take responding
measures, promptly notify users and report to the
regulatory departments according to regulations.
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Avrticle 30 Entities processing important data
shall periodically conduct risk assessments

of their data processing activities, and submit a
risk assessment report to departments

responsible for data security duties in accordance
with regulations. The risk assessment report shall
include content such as: the categories and
guantities of important data processed by entities;
how data processing activities are conducted; and
the data security risks and responding measures.
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Article 31 The cross-border transfer of
important data collected and generated in the
operation by the operator of the Critical
Information Infrastructure within the territory of
the People’s Republic of China shall follow the
requirements under the Cybersecurity Law of the
People’s Republic of China; the cross-border
transfer of important data collected and generated
in the operation by other data processing entities
within the People’s Republic of China shall
follow the rules to be formulated by State
Cyberspace Administration and relevant
departments of the State Council.
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Article 32 All organizations and individuals
collecting data shall adopt lawful and

justified methods; they shall not steal or obtain
data by other illegal means.

B=t gk ARHL A NIREERL
i, MEREEE. IEHETT A,
AT 55 BB DL AR 5 203k
HUOEH -

19



Where laws and administrative regulations
contain requirements on the purpose or scope
of data collection or use, data shall be collected
and used for the purpose and within the

scope prescribed by laws and administrative
regulations.
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Article 33 When providing data trading
intermediary services, intermediary agency
shall require data providers to explain the source
of the data, examine and verify the identity of
both parties, and retain review and transaction
records.
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Article 34 If laws or administration regulations
require a data processing related service to obtain
an administrative license, the service provider
shall obtain the license in accordance with laws.
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Article 35 Where the public security agency and
national security agency need to access data for
safeguarding national security or investigating
crimes, they shall follow strict

approval procedures and proceed in accordance
with relevant law and state regulations;

relevant organizations and individuals shall
cooperate with them.
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Article 36 The competent authorities of the
People’s Republic of China shall handle requests
for data provision by foreign judicial or law
enforcement agencies in accordance with
relevant laws and international treaties and
agreements concluded or acceded by the People’s
Republic of China, or in accordance with the
principle of equality and reciprocity. Where
foreign judicial or law enforcement organs
request for data stored within the territory of the
People’s Republic of China, organizations and
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individuals within China are prohibited to
provide them with the data unless competent
authorities of the People’s Republic of China
have issued approval.

Chapter V Government Data Security and
Openness
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Article 37 The State promotes the construction
of e-government, increases the scientific nature,
accuracy, and efficacy of government data, and
enhances capabilities to use data to serve
economic and social development.
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Article 38 Where State agencies need to collect
or use data to fulfill their legal duties, they shall
proceed within the scope of their legal duties and
shall follow conditions and procedures provided
in laws and administrative regulations; they shall
keep personal privacy, personal information,
business secrets, confidential business
information and other data confidential in
accordance with the law, and shall not disclose or
illegally provide them to others in the process of
performing their duties.
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Article 39 State agencies shall, establish and
complete data security management

systems, distribute data security

protection responsibilities, and ensure the
security of government data, in accordance with
requirements in laws and administrative
regulations.
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Article 40 Where State agencies entrust others
to set up or maintain electronic

government management systems, retain or
process government data, the State agencies shall
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undergo strict approval procedures, and shall
supervise the entrusted party to fulfill
corresponding data security

protection obligations. The entrusted party shall
perform its data security protection obligations in
accordance with the laws and regulations and
contractual agreements, and shall not retain, use,
disclose or provide government affairs data to
others without authorization.
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Article 41 State agencies shall be fair and
impartial. They shall provide convenient services
to citizens, publishing government data
accurately in a timely manner in accordance
with regulations, except where the law prohibits
such public disclosure.
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Article 42 The State stipulates government data
openness catalogs; builds a uniform

and standardized, interconnected and interactive,
secure and controllable government data

public platform; and promotes the public use of

government data.
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Article 43 Organizations that have duties to
manage public affairs as authorized by laws
and regulations shall comply with requirements
under this Chapter, when they carry out

data processing activities to fulfill their legal
obligations.
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Chapter VI Legal Liability

Article 44 When departments performing data
security duties, in the course of performing
their duties, discover relatively high risk exists
resulting from data processing activities, they

may interview relevant organizations and
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individuals. They shall ask the relevant
organizations and individuals to adopt measures
in accordance with the requirements to correct
and eliminate the risk.
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Article 45 For organizations and individuals
carrying out data processing activities that do

not perform data security protection obligations
as required by Articles 27, 29, and 30 of

this Law, departments performing data security
duties may order corrections, issue warning,

and may also impose a fine of more than 50,000
yuan and less than 500,000 yuan; the

direct responsible person in charge and other
directly responsible persons shall be subject to a
fine of more than 10,000 yuan and less than
100,000 yuan; those who refuse to make
corrections or create serious consequences such
as the leakage of large amount of data are subject
to a fine of more than 500,000 yuan and less than
2,000,000 yuan, and may be ordered to

suspend relevant businesses, close businesses and
take corrective actions, as well as revoke
relevant business licenses or business licenses;
under this circumstance, the directly responsible
person in charge and other person directly
responsible shall be subject to a fine of more than
50,000 yuan and less than 200,000 yuan.

Where an individual or organization violates the
national core data management system and
endangers national sovereignty, security and
development interests, they may be subject to a
fine of more than 2,000,000 yuan and less than
10,000,000 yuan, and can be ordered to suspend
related businesses, suspend business for
rectification, and revoke relevant business
permits or business licenses; if a crime is
constituted, criminal liability shall be pursued in
accordance with the law.
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Article 46 Where individuals or organizations
violate the provisions of Article 31 of this Law
and provide important data abroad, they will be
ordered to make corrections by departments
responsible for data security duties, be warned,
and may be subject to a fine of more than
100,000 yuan and less than 1,000,000 yuan.
Direct responsible person in charge and other
directly responsible person may be subject to a
fine of more than 10,000 yuan and less than
100,000 yuan; if the circumstances are serious,
they can be fined 1,000,000 yuan to 10,000,000
yuan, and can be ordered to suspend related
businesses, suspend business for rectification,
and revoke relevant business permits or business
licenses, and the directly responsible person in
charge and other directly responsible persons
shall be fined 100,000 yuan up to 1,000,000
yuan.
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Article 47 For data trading intermediary
agencies that fail to fulfill obligations under
Article 33 of this Law, departments performing
data security duties may order corrections,
confiscate any illegal gains, and impose a fine of
more than 1 time and less than 10 times the
amount of the illegal gains; in case there is no
illegal gains or the illegal gains are less than
100,000 yuan, intermediary agencies are subject
to a fine of more than 100,000 yuan and less than
1,000,000 yuan, and may be ordered to

suspend relevant businesses, close businesses and
take corrective actions, as well as revoke
relevant business permits or business licenses.
The direct responsible person in charge and
other directly responsible person are subject to a
fine of more than 10,000 yuan and less

than 100,000 yuan.
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Article 48 Where individuals or organizations
violate any requirements under Article 35 of
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this Law and do not assist with the request for
data, they will be ordered to make corrections
by departments responsible for data security
duties, be warned, and may be subject to a fine
of more than 50,000 yuan and less than 500,000
yuan. Direct responsible person in charge

and other directly responsible person may be
subject to a fine of more than 10,000 yuan and
less than 100,000 yuan.

Where individuals or organizations violate
requirements under Article 36 of this Law and
provide data to foreign judicial or law
enforcement organs without obtaining approval
from competent authorities, departments
performing data security duties may issue
warnings and may impose a fine of more than
100,000 yuan and less than 1,000,000 yuan;
directly responsible person in charge and

other directly responsible person may be subject
to a fine of more than 10,000 yuan and less than
100,000 yuan; if the circumstances are serious,
they can be fined more than 10,000 yuan and less
than 100,000 yuan and can be ordered to suspend
related businesses, suspend business for
rectification, and revoke relevant business
permits or business licenses, and the directly
responsible person in charge and other directly
responsible persons shall be fined more than
50,000 yuan and less than 500,000 yuan.
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Avrticle 49 If State agencies do not fulfill data
security protection obligations under this
Law, responsible person in charge and other
directly responsible person will be punished
according to law.
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Article 50 If officers at departments performing
data security duties neglect their duty, abuse their
power, or abuse their position for private gain,
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they shall be punished in accordance with the
law.

Article 51 Stealing or obtaining data in other
illegal ways, entities that exclude or restrict
competitions, or harm the lawful rights and
interests of individuals or organizations by
carrying out data processing activities shall be
punished in accordance with relevant laws and

administrative regulations.
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Article 50 Entities violating requirements under
this Law and harming other individuals

shall assume civil liability in accordance with
law.

If the violation of this Law constitutes a violation
of public security administrative rules,

entities shall be penalized according to public
security administrative rules. If the violation
constitutes a crime, entities shall assume the
criminal liability in accordance with law.
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Chapter VII Supplementary Provisions
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Article 53 Where carrying out data processing
activities involving state secrets, laws

and administrative regulations such as the “Law
of the People’s Republic of China on

Guarding State Secrets” are applicable.

Those carrying out data activities involving
personal information and data processing
activities in statistics and archival work, shall
abide by personal information protection laws
and administrative regulations.
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Article 54 Measures for protecting military data
are drafted separately by the Central

Military Commission in accordance with this
Law.
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Article 55 This Law shall be effective since
September 1, 2021.
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