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Regulators and policymakers are expected to continue their
examinations of privacy and data security issues in 2012. It is
anticipated that both the Department of Commerce and the Federal
Trade Commission (“FTC”) will issue privacy reports early in the new
year as follow ups to their respective preliminary reports issued in
December 2010. The Department of Commerce will likely renew its
call for a consumer bill of rights and for industry to development of
voluntary codes of conduct. The FTC’s report will likely promote
enhanced privacy including greater transparency, uniform choice, and
“privacy by design.” Both reports will inform and influence the debate
on privacy.

In this issue of the Download, we report on recent developments
including the release of Digital Advertising Alliance’s new self-
regulatory principles for Multi-Site Data; congressional examinations
of privacy, online gambling, and cybersecurity; the FTC’s review of the
Children’s Online Privacy Protection Act; and a recent FTC settlement
involving Facebook.
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Marketplace Developments

DAA Announces Comprehensive Principles for Online Collection
of Web Data

In November 2011, the Digital Advertising Alliance (“DAA”) released
the Principles for Multi-Site Data (“Principles”). These new principles
expand the scope of self regulation of online data collection. The DAA
has previously developed cross-industry best practices for consumer

choice in online behavioral
advertising (OBA) through its
Advertising Option Icon
program.

The new Self-Regulatory
Principles establish
comprehensive self-regulatory
standards governing the
collection and use of Multi-Site
Data, which the DAA has defined
as data collected from a
particular computer or device
regarding Web viewing over time

and across non-affiliated Web sites. The Principles establish a
framework governing the collection of online Multi-Site Data that also
defines when companies must provide transparency and choice,
beyond the existing requirements for OBA. The Principles also codify
existing industry best practices restricting the collection or use of
Multi-Site Data for the purpose of any adverse determination
concerning employment, credit, health treatment or insurance
eligibility. Like the original OBA Principles, the new principles apply
across the entire Internet ecosystem and will deliver greater
transparency and control to consumers. The Multi-Site Principles are
intended to be implemented in 2012.

The new Principles consist of the following specific requirements:

 Transparency and consumer control for purposes other
than OBA – The Principles call for organizations that collect
Multi-Site Data for purposes other than OBA to provide
transparency and control, except for certain operations and
systems management purposes, market research and
product development, or where such Multi-Site Data is
reasonably de-identified.

 Collection / use of data for eligibility determination – The
Principles call for organizations not to collect, use or
transfer Multi-Site Data for the purposes of determining a
consumer’s eligibility for employment, credit standing,
healthcare treatment and / or insurance underwriting or
pricing.

 Collection / use of health and financial data – The Principles
call for organizations not to collect Multi-Site Data that
contains certain health or financial data about a specific

The DAA includes the American
Association of Advertising Agencies

(4A’s), the American Advertising
Federation (AAF), the Association of

National Advertisers (ANA), the Direct
Marketing Association (DMA), the

Interactive Advertising Bureau (IAB),
and the Network Advertising Initiative

(NAI), and includes more than 400
participating companies. To learn

more about the DAA, visit
www.aboutads.info.

http://www.aboutads.info/
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individual without that individual’s opt-in consent.

 Collection / use of children’s data – The Principles
recognize that data collected from children merits
heightened protection, and therefore provides that Multi-
Site Data defined as personal information by the Children’s
Online Privacy Protection Act (COPPA) should not be
collected from children the organization has actual
knowledge are under the age of 13 or from Web sites
directed to children under the age of 13, except as
compliant with COPPA.

 Meaningful accountability – The Principles acknowledge
that the limitations and restrictions on the collection and
use of Multi-Site Data are within the scope of the DAA’s
Accountability Programs.

Heard on the Hill

House Energy and Commerce Committee Continues to Debate Privacy and
Internet Issues

The House Energy and Commerce Committee’s Subcommittee on
Commerce, Manufacturing, and Trade (“CMT Subcommittee”) is
nearing the conclusion of the first session of the 112th Congress. Over
the course of the last year, the CMT Subcommittee has repeatedly
examined issues of privacy and data security, and is expected to
continue this trend into the new next year.

Rep. Mary Bono Mack (R-CA), Chair of the CMT Subcommittee,
continues to press her data security and breach notification
legislation (H.R. 2577). The legislation has been in negotiations for
months, and full Committee markup has been repeatedly delayed due
to a lack of consensus among Republican members. Competing bills
have been put forward by Reps. Stearns (R-FL) (H.R. 1841) and Scott
(D-VA) (H.R. 1707), but are unlikely to advance over the Chair’s
legislation. Meanwhile, the CMT Subcommittee has held several
hearings already this Congress on aspects of consumer privacy and is
expected to hold additional hearings in the second session.

The CMT Subcommittee has also turned its attention to online
gambling issues in two recent hearings. On October 25, 2011, the CMT
Subcommittee held a hearing on “Internet Gaming: Is There a Safe
Bet?” to examine whether current restrictions on online gambling
should be eased. A second hearing on November 18, 2011, entitled
“Internet Gaming: Regulating in an Online World,” featured testimony
from Reps. John Campbell (R-CA) and Barney Frank (D-MA), who have
introduced legislation to re-legalize and regulate online gambling. The
CMT Subcommittee also heard testimony from Rep. Frank Wolf (R-VA),
who opposes easing the ban on online gambling.
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House Intelligence Committee Passes Cybersecurity Legislation

The U.S. House of Representatives’ Intelligence Committee passed H.R.
3523, the Cyber Intelligence Sharing and Protection Act on December
1, 2011, in an effort to protect the intellectual property of U.S.
businesses from cyber attacks. The bill was introduced by committee
Chairman Mike Rogers (R-MI) and Ranking Member Dutch
Ruppersberger (D-MD) and passed by a 17-1 vote.

The bill would direct the Director of National Intelligence to establish
procedures to allow the intelligence community to share cyber threat
intelligence with certified entities within the private sector and for
granting security clearances to organizations that wish to receive this
information. Private sector cybersecurity providers would be limited
to using the information they receive to protect themselves or their
customers. Entities that “self-protect” from cybersecurity threats may
use threat information to protect their own rights and property while
also having the right to share it with other entities, including the
federal government. The bill would exempt from liability the sharing of
cyber threat information in good faith pursuant to the procedures
established by authority of the bill or the failure to act on cyber threat
information. The bill also would allow private sector entities to share
cyber threat information anonymously through an undefined process
or restrict with whom they share threat information.

Two amendments to the bill were also passed—the first to improve
the privacy protections for cyber threat information by prohibiting
the government from using the information for regulatory purposes.
The government would also be prohibited even from searching the
information, unless for a cybersecurity or national security purpose.
The second amendment would require an annual report to Congress
outlining the information that the private sector shares voluntarily
with the government.

Congressional Privacy Caucus Considers Children’s and Teens’ Online
Privacy

On December 14, 2011, the House Congressional Privacy Caucus
(“Caucus”) convened its first briefing of the 112th Congress and
examined protecting children and teens online. The bi-partisan
Caucus is comprised of 25 members from both sides of the aisle and is
co-chaired by Rep. Markey (D-MA) and Rep. Barton (R-TX). The Co-
Chairs used the forum to promote passage of H.R. 1895, the Do Not
Track Kids Act, which Rep. Markey explained would create an opt-in
requirement for collection of personal information from anyone under
13 without parental consent and from teens without their consent,
create an eraser button, prohibit online behavioral advertising
directed at children, and require simple and clear privacy policies.

The panel was comprised of Federal Trade Commission (“FTC”)
Chairman Jon Leibowitz and FTC Commissioner Julie Brill, as well as
representatives from consumer groups and academia. Much of the
discussion focused on the Do Not Track Kids Act and the FTC’s
current review of the Children’s Online Privacy Protection Rule
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(“COPPA Rule”). While the Do Not Track Kids Act would also focus on
teens aged 13-17, the scope of the FTC’s COPPA Rule review is limited
to children under age 13. Several of the panelists expressed support
for the Co-Chairs’ bill, but the FTC representatives declined to take a
position on the bill.

Rep. Markey concluded the forum by noting that the Children’s Online
Privacy Protection Act of 1998 was passed “BF” (“before Facebook”),
and that legislation and regulations were required to update the law.

House of Representatives Passes Update to Video Privacy Protection Act

On December 6, 2011, the House of Representatives approved
legislation (H.R. 2471) authored by Rep. Goodlatte that would amend
the consumer consent provisions of the Video Privacy Protection Act
(“VPPA”). The VPPA, codified at 18 U.S.C. § 2710, restricts the
disclosure of information that identifies a person’s request or receipt
of specific video materials or services from a “video tape service
provider,” including both sales and rental providers of videos and
“similar audio visual materials.” A video tape service provider may
only disclose such information in certain circumstances, including
with the “informed, written consent” of the consumer.

H.R. 2471 would amend the VPPA to specify that such consumer
consent can be obtained (1) via the Internet and (2) in advance of the
release, either for a set period of time or until the consent is
withdrawn. Such advance consent would be an alternative to, not a
replacement for, the current VPPA rule that consent must be obtained
at the time of the disclosure.

The VPPA also permits the disclosure of consumers’ names,
addresses, and the subject matter of the video materials for marketing
purposes if the video tape service provider has given consumers the
opportunity to opt out of the disclosure. H.R. 2471 would not affect
this exception.

As amended by the House Judiciary Committee, H.R. 2471 would also
require the consent request to be presented to the consumer
separately from any other terms. Over 100 members of the House,
mostly Democrats, opposed the legislation. The bill now moves to the
Senate for consideration.

Around the Agencies

Federal Trade Commission Extends Request for Comments on Proposed Rule
to Amend COPPA

In September 2011, the Federal Trade Commission (“FTC” or
“Commission”) released a proposed rule (“Proposed Rule”) to amend
the FTC’s current Children’s Online Privacy Protection Rule (“COPPA
Rule”). The COPPA Rule, which implements the Children’s Online
Privacy Protection Act of 1998 (“COPPA”), applies to operators of
commercial websites and online services directed to children under
age 13 that collect, use, or disclose personal information from
children, and to operators of general audience websites that have
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actual knowledge that they are collecting, using, or disclosing
personal information from children under age 13. The COPPA Rule
provides parents with tools to control how information about their
children is collected online. Comments were originally due November
28, 2011. The Commission has since extended the deadline for
comments until December 23, 2011.

When the Commission released the Proposed Rule, it explained that it
was seeking to update the regulation to help ensure that it continues
to protect children’s privacy online as technologies evolve. The FTC
typically conducts a review of its regulations once every decade. In
the case of the COPPA Rule, the Commission conducted a voluntary
review in 2001 and a statutorily mandated review in 2005, after which
time the Commission determined that no changes to the regulation
were warranted. In 2010, the FTC decided to conduct a review once
again of the COPPA Rule in light of technological advancements,
particularly in the mobile arena, and asked for general comments on
the regulation without formally proposing a new COPPA Rule. After
considering the feedback it received in 2010, the Commission released
this latest Proposed Rule to amend the COPPA Rule.

In its proposal, the FTC has explained that the COPPA Rule would
continue to apply to children under age 13. Additionally, the
Commission has noted that the regulation would still only apply to
general audience websites and online services when operators have
actual knowledge that they are collecting personal information from
children.

Interested parties now have an opportunity to comment on the
Commission’s many proposed amendments to the COPPA Rule,
including among others the Commission’s proposals to:

 Expand the definition of “collection”

 Expand the definition of “personal information”

 Consider the presence of child celebrities and celebrities
who appeal to children as factors when determining if a
website or online service is directed to children

 Modify required online privacy policies and direct parental
notices

 Eliminate the sliding scale approach to obtaining verifiable
parental consent

 Create a Commission approval process for identifying new
means of obtaining verifiable parental consent

 Place data security obligations on service providers

 Implement new data retention and deletion requirements

 Include audit and reporting requirements for self-regulatory
safe harbor programs
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Federal Trade Commission Announces Settlement with Facebook

On November 29, 2011, the Federal Trade Commission (“FTC” or
“Commission”) announced that it had reached a settlement with
Facebook over concerns about changes to Facebook’s privacy settings
that publicly exposed users’ personal information as well as other
privacy practices related to information sharing by Facebook apps
and between Facebook and advertisers.

Under the terms of the settlement, Facebook will be subject to
independent audits of its privacy practices for the next 20 years and
will be required to obtain affirmative, express consent from
consumers before sharing previously collected personal information
with third parties in any way that materially exceeds the restrictions
imposed by a user’s privacy settings. Facebook did not have to
provide any monetary compensation.

The FTC’s complaint alleges eight separate violations of the FTC Act,
which prohibits deceptive and unfair acts or practices. The alleged
violations include claims that Facebook’s privacy settings did not
adequately allow users to control the distribution of their personal
information to third parties, that changes to Facebook’s privacy policy
and practices in December 2009 prevented consumers’ ability to
restrict the sharing of personal information, and that Facebook shared
parts of users’ profile information with advertisers. The Complaint
also made allegations related to information sharing by Facebook
apps, and violations of the U.S.-EU Safe Harbor Framework.

The draft consent order does not contain an admission of wrongdoing.
The consent order governs “covered information” broadly defined to
cover a number of different types of personal data. Facebook is
ordered not to misrepresent, in any manner, the extent to which it
maintains the privacy or security of covered information, the extent to
which users can control the privacy of covered information or make it
accessible to third parties, and the extent to which Facebook adheres
to the U.S.-EU Safe Harbor.

In addition, Facebook is required to clearly and prominently display
notice to users prior to sharing users’ nonpublic information with
third parties in any manner that exceeds a user’s privacy settings.
This notice must be separate from Facebook’s privacy policy, and
must disclose the categories of nonpublic user information that will be
disclosed to third parties, the identity or specific categories of these
third parties, and that sharing exceeds the user’s privacy settings.
Facebook will then have to obtain the user’s affirmative express
consent. If sharing does not materially exceed the restrictions
imposed by a user’s privacy settings, consent is not necessary.

Facebook has 60 days to implement procedures designed to ensure
that covered information from deleted profiles can no longer be
accessed by any third party. These procedures must ensure that
information from deleted or terminated accounts cannot be accessed
by any third party within 30 days of the account termination.

Facebook is also ordered to establish and maintain a comprehensive
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privacy program intended to address privacy risks related to the
development and management of new and existing products and
services and to protect the privacy and confidentiality of covered
information. Facebook will be subject to biannual independent
assessments for the next 20 years, with the first required within 180
days of the order.

The consent order also includes reporting and compliance provisions,
requiring Facebook to file a report within 90 days setting forth the
manner of its compliance with the consent order, and is required to
provide to the FTC and/or retain different categories of documents,
such as all widely disseminated statements that describe information
sharing practices and consumer complaints, for designated periods of
time.
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