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Second Extension of Robust New Extraterritorial 
Massachusetts Security Rules

On February 11, 2009, the Massachusetts Office of Consumer Affairs and Business 
Regulation (“OCABR”) announced that the effective compliance date of the security 
regulation, 201 CMR 17.00 (the “Regulation”), has been extended a second time 
from May 1, 2009 to January 1, 2010.

Businesses now have a little over 10 months 
from now to comply with the Regulation. As 
we reported in our previous Client Adviso-
ries (Extension of Robust New Massachu-
setts Security Rules - What is Needed Now 
to Comply by May 1, New Massachusetts 
Guidelines for Mandatory Computer Security 
Policies, and Information Security Breaches 
and Appropriate Responses - New Manda-
tory Security Rule in Massachusetts and Pri-
vacy Policy in Connecticut) the Regulation 
requires any business, regardless of size 
and location, that owns, licenses, stores or 
maintains “personal information” of Mas-
sachusetts residents, including customers, 
employees, and others, to develop or revise 
its existing security policies, to amend third 
party contracts, and to implement encryp-
tion and other safeguards to satisfy the new 
Massachusetts requirements. 

By January 1, 2010 regulated entities 
must now take “all steps” reasonable to ver-
ify that third party service providers are pro-
tecting personal information in compliance 
with the Regulation. While the amendment 
technically eliminated the provision requir-
ing companies to contractually ensure third 
party compliance, nevertheless contractual 
requirements, including new reps and war-
rantees, will as a matter of sound practice 
be needed by January 1, 2010. Fortunately, 
the amendment does remove the separate 
written certification requirement that was to 
have been required of third party vendors.  

The new deadlines under the Regulation 
are:  

The general compliance deadline for 201  Q

CMR 17.00 has been extended from May 
1, 2009 to January 1, 2010.

The deadline for ensuring that third-par- Q

ty service providers are capable of pro-
tecting personal information has been 
extended from May 1, 2009 to January 
1, 2010.
The deadline for ensuring encryption  Q

of personal data stored on laptops and 
portable devices is made the same and 
is January 1, 2010.
Note that this extension of the compli-

ance date of the Regulation does not affect 
the Federal Trade Commission’s compliance 
date of May 1, 2009 for the federal Red Flag 
Rules.

Click here to view the official release 
announcing the deadline extension. 
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Tuesday, February 24, 2009
On February 24th, the EAPD Privacy Group will host a complimentary webinar on the new security 
and privacy requirements and federal Red Flag duties. 
 The federal Red Flag rules, effective May 1, 2009, cover financial entities and “creditors” (very 
broadly defined) requiring risk assessments and effective written policies reducing and preventing 
identity theft. The new Massachusetts rules will impact almost every business that stores 
personal data of Massachusetts employees and residents (whether or not the company operates 
in Massachusetts, over the internet or otherwise). These rules will require significant security and 
policy changes for most businesses, and are now effective January 1, 2010. Many other states 
mandate prompt notification and effective responses to security breaches when personally 
identifiable information is inadvertently disclosed or accessed without authorization. This 
informative session will review these new requirements, their effect on employers and companies 
of all sizes and sectors, and what companies can do now to develop and implement an effective 
information securitity plan.
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WEBINAR
COM

PLIM
ENTARY 

W
EBINAR PROGRAM

For further information e-mail Olivia Martinez at OMartinez@eapdlaw.com.

2 | Second Extension of Robust New Extraterritorial Massachusetts Security Rules

WEBINAR

New Federal Red Flag, Massachusetts and Other

State Data Security Rules

Tuesday, February 24, 2009
DATE

On February 24th, the EAPD Privacy Group will host a complimentary webinar on the new security February 24 2009
and privacy requirements and federal Red Flag duties.

PROGRAMThe federal Red Flag rules, effective May 1, 2009, cover financial entities and “creditors” (very
12.00PM - 2.00PMbroadly defined) requiring risk assessments and effective written policies reducing and preventing

identity theft. The new Massachusetts rules will impact almost every business that stores
SPEAKERSpersonal data of Massachusetts employees and residents (whether or not the company operates
Mark Schreiber,in Massachusetts, over the internet or otherwise). These rules will require significant security and
Chair, Privacy Grouppolicy changes for most businesses, and are now effective January 1, 2010. Many other states

mandate prompt notification and effective responses to security breaches when personally Theodore Augustinos,
identifiable information is inadvertently disclosed or accessed without authorization. This Partner, Privacy Group
informative session will review these new requirements, their effect on employers and companies Socheth Sor,
of all sizes and sectors, and what companies can do now to develop and implement an effective Associate, Privacy Group
information securitity plan.

For further information e-mail Olivia Martinez at OMartinez@eapdlaw.com.

This advisory is for guidance only and is not intended to be a substitute for specific legal advice. If you would like any further informa-
tion please contact:

Mark E. Schreiber, Partner and Chair, Privacy Group 617.239.0585 mschreiber@eapdlaw.com
Theodore P. Augustinos, Partner 860.541.7710 taugustinos@eapdlaw.com
Laurie Kamaiko, Partner 212.912.2768 lkamaiko@eapdlaw.com
Richard Hopley, Partner +44.207.556.4532 rhopley@eapdlaw.com
Pat Concannon, Counsel 617.239.0419 pconcannon@eapdlaw.com
Joseph Geoghegan, Associate 860.541.7749 jgeoghegan@eapdlaw.com
Nicola Hughes, Solicitor +44.207.556.4625 nhughes@eapdlaw.com
Socheth Sor, Associate 860.541.7773 ssor@eapdlaw.com
Sam Tacey, Solicitor +44.207.556.4528 stacey@eapdlaw.com

This advisory is published by Edwards Angell Palmer & Dodge for the benefit of clients, friends and fellow professionals on matters of interest.
The information contained herein is not to be construed as legal advice or opinion. We provide such advice or opinion only after being engaged

to do so with respect to particular facts and circumstances. The firm is not authorized under the U.K. Financial Services and Markets Act 2000 to

offer UK investment services to clients. In certain circumstances, as members of the U.K. Law Society, we are able to provide these investment

services if they are an incidental part of the professional services we have been engaged to provide.

Please note that your contact details, which may have been used to provide this bulletin to you, will be used for communications with you only.

If you would prefer to discontinue receiving information from the firm, or wish that we not contact you for any purpose other than to receive
future issues of this bulletin, please contact us at contactus@eapdlaw.com.

© 2009 Edwards Angell Palmer & Dodge LLP a Delaware limited liability partnership including professional corporations and Edwards Angell

Palmer & Dodge UK LLP a limited liability partnership registered in England (registered number OC333092) and regulated by the Solicitors
Regulation Authority.

Disclosure required under U.S. Circular 230: Edwards Angell Palmer & Dodge LLP informs you that any tax advice contained in this communica- 111 Huntington Avenue
tion, including any attachments, was not intended or written to be used, and cannot be used, for the purpose of avoiding federal tax related Boston, MA 02199
penalties, or promoting, marketing or recommending to another party any transaction or matter addressed herein. Tel 617.239.0100
ATTORNEY ADVERTISING: This publication may be considered “advertising material” under the rules of professional conduct governing attor- Fax 617.227.4420

neys in some states. The hiring of an attorney is an important decision that should not be based solely on advertisements. Prior results do not eapdlaw.com

guarantee similar outcomes.

Document hosted at 
http://www.jdsupra.com/post/documentViewer.aspx?fid=36ac2caa-9b4e-43d6-bc5d-e0d7329eec4d


