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EU Privacy Advisory Body Criticizes EU-U.S. Privacy Shield

An independent advisory body on data privacy in the European Union
(“EU”), known as the Article 29 Working Party (“Working Party”), released
its statement and opinion on the EU-United States (“U.S.”) Privacy Shield,
making no endorsement of the plan and offering criticisms of unresolved
issues. As King & Spalding previously reported, the European Commission
(“EC™) and U.S. Department of Commerce (“Commerce”) published the text
of the EU-U.S. Privacy Shield on February 29, 2016, along with a draft
adequacy decision, pending European authorities’ approval. The Privacy
Shield would serve as a potential basis for transatlantic transfers of personal
data, replacing the Safe Harbor Framework, which was invalidated by the
European Court of Justice in October 2015.

The Working Party was established by Data Protection Directive 95/46/EC
and is dedicated to protecting individuals with regards to the processing and
free movement of personal data. The group is comprised of representatives
from EU countries’ data protection supervisory authorities, a representative
from the European Data Protection Supervisor, and a representative from the
EC, and provides independent advice on data protection efforts.

The non-binding opinion authored by the Working Party repeatedly
recognized the parties’ swift action responding to the invalidation of the Safe
Harbor Framework and the improvements compared to the prior agreement,
but noted three major areas of concern. The first addressed the language in
the draft adequacy decision, which the Working Party argued did not oblige
organizations to delete data if no longer needed. The Working Party stated
an essential element of data protection law provides that data is kept no
longer than necessary. The second concern was the failure of U.S.
government to rule out the collection of “massive and indiscriminate data,”
which the Working Party deemed an unjustified interference with
individual’s fundamental rights. Finally, the Working Party expressed
concern with the effectiveness and independence of the Privacy Shield
Ombudsperson.

In addition to the main areas of concern, the Working Party raised a number
of other criticisms. For example, the Working Party noted there was an
overall lack of clarity in the Privacy Shield, including many undefined terms
not generally used in data privacy law. In terms of the commercial aspect of
the draft adequacy decision, the Working Party challenged the interim period
of transfers for existing commercial relationships and identified loopholes in
the provision of onward transfers of data to third countries, the complaint
handling mechanism, and transfers of human resources and pharmaceutical
data.
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Moreover, the Working Party questioned whether the Privacy Shield would be compliant with the General Data
Protection Regulation (“GDPR”), adopted by the European Parliament last Thursday. When GDPR comes into force
in 2018, it will replace the current Data Protection Directive 95/46/EC, and strengthen the privacy rules applied to
entities transferring data to countries outside of the EU, increase the fines for violations of privacy rules, and codify
the right to be forgotten. The Working Party called for a review of the Privacy Shield adequacy decision once the
GDPR enters into application.

While the Working Party did not endorse the Privacy Shield and raised many areas of concern, the non-binding nature
of the Working Party’s role provides that the EC can still proceed to adopt Privacy Shield. Next, the Article 31
Commission, composed of member state representatives on data privacy matters, must make a binding
recommendation, followed by formal adoption by the EC College of Commissioners. However, the Working Party’s
criticism will make it more difficult for the EC’s College of Commissioners to adopt a Final Adequacy Decision in
favor of the agreement, especially in light of the GDPR’s passage. Moreover, were the EC to proceed and adopt the
agreement after the Working Party’s criticisms, it would open up the Privacy Shield to challenge before the European
Court of Justice.

The degree to which the Working Party’s criticisms of the Privacy Shield interject uncertainty into the agreement’s
passage and subsequent enforcement may devalue its potential for companies searching for a secure source of
authority for transatlantic transfers of data. Instead, the current processes, particularly standard contractual clauses
and binding corporate rules, may offer safer alternatives, pending revisions of the agreement in line with the Working
Party’s recommendations, reconsideration of the Privacy Shield in 2018, and the coming into statutory force of the
GDPR.

King & Spalding’s Data, Privacy and Security Practice

King & Spalding is particularly well equipped to assist clients in the area of privacy and information security law.
Our Data, Privacy & Security Practice regularly advises clients regarding the myriad statutory and regulatory
requirements that businesses face when handling personal customer information and other sensitive information in the
U.S. and globally. This often involves assisting clients in developing comprehensive privacy and data security
programs, responding to data security breaches, complying with breach notification laws, avoiding potential litigation
arising out of internal and external data security breaches, defending litigation, whether class actions brought by those
affected by data breaches, third party suits, or government actions, and handling both state and federal government
investigations and enforcement actions. With more than 60 Data, Privacy & Security lawyers in offices across the
United States, Europe, Russia, and the Middle East, King & Spalding is able to provide substantive expertise and
collaborative support to clients across a wide spectrum of industries and jurisdictions facing privacy and data security-
based legal concerns. We apply a multidisciplinary approach to such issues, bringing together attorneys with
backgrounds in corporate governance and transactions, healthcare, intellectual property rights, complex civil
litigation, e-discovery, government investigations, government advocacy, insurance recovery, and public policy.

* * *

Celebrating more than 130 years of service, King & Spalding is an international law firm that represents a broad array of clients, including half of the Fortune
Global 100, with 900 lawyers in 18 offices in the United States, Europe, the Middle East and Asia. The firm has handled matters in over 160 countries on six
continents and is consistently recognized for the results it obtains, uncompromising commitment to quality and dedication to understanding the business and
culture of its clients. More information is available at www.kslaw.com.

This alert provides a general summary of recent legal developments. It is not intended to be and should not be relied upon as legal advice. In some jurisdictions,
this may be considered “Attorney Advertising.”
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