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CFPB Lays Out Consumer Protection Principles
for New Payment Systems

By Obrea Poindexter, Jeremy Mandell, and Trevor Salter

Earlier today, the Consumer Financial Protection Bureau (“CFPB”) released a series of consumer protection
principles for the development of new payment systems (“Principles”). The CFPB'’s stated purpose in releasing
the Principles is to ensure that consumer interests remain top of mind throughout system development.
According to the CFPB, the Principles are based on the CFPB’s experience in advocating for the development of
faster and safer consumer payment capabilities, participation in the Federal Reserve's FedPayments
Improvement initiative, and general engagement with payment system stakeholders.

The Principles, summarized below, are not prescriptive. Instead, the CFPB expressly acknowledges that there
are myriad ways to incorporate the Principles in system development.

1) Consumer control over payments: The system should be clear about what payment activity the consumer
has authorized, and the consumer should be able to easily withdraw any such authorization.

2) Data and privacy: Consumers should be informed about the system’s use of data about the consumer
(e.g., how data is being transferred, how it can be used and who has access); consumers should have
control over what data is transferred and whether third parties can access the data; data should be
collected and used only in ways that benefit consumers; and the system should protect against misuse of
the data associated with payment transactions.

3) Fraud and error resolution protections: Payments should have robust consumer protections with respect
to unauthorized and erroneous transactions; system architecture should create a forensic trail to facilitate
post-transaction evaluation; systems should provide mechanisms to quickly reverse erroneous and
unauthorized transactions; and systems should provide consumers with regulatory protections (e.g.,
protections under Regulation E and Z) and other appropriate safeguards.

4) Transparency: Systems should include real-time access to information about the status of transactions,
and consumers should receive timely disclosure of the costs, risks, funds availability, and security of
payments.

5) Cost: To promote ubiquity, payments should be affordable to consumers, and fees charged to
consumers should be disclosed in a manner that allows consumers to comparison shop among available
payment options and does not obscure the full cost of making or receiving a payment.

6) Access: Systems should be broadly accessible to consumers, including access through qualified
intermediaries and other non-depositories (e.g., mobile wallet providers and payment processors).

7) Funds Availability: Systems should provide faster guaranteed access to funds.
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8) Security and payment credential value: Systems should have built-in protections to detect and limit
errors, unauthorized transactions, and fraud, including safeguards to protect against and respond to data
breaches, and should enable intermediaries to offer consumers enhanced security protections. Systems
also should limit the value of consumer payment credentials (e.g., by tokenization).

9) Strong accountability mechanisms that effectively curtail system misuse: The goals and incentives of
stakeholders, including operators, participants, and end users, should align against misuse, and systems
should have automated monitoring capabilities, incentives for participants to report misuse, and
transparent enforcement procedures.

The CFPB appears to be issuing the Principles in response to the Federal Reserve’s stated strategy, from its
January 2015 paper, entitled Strategies for Improving the U.S. Payment System, to work “with payment
stakeholders to identify effective approach(es) to implementing a U.S. payments infrastructure to support a safe,
ubiquitous, faster payments capability that promotes efficient commerce, facilitates innovation, reduces fraud and
improves public confidence.” The Principles represent a veritable consumer “wish list” in a faster payment
system: affordability, ubiquity, security, and end-user control. However, like the Federal Reserve’s desired
outcomes articulated in its 2013 paper, entitled Payment System Improvement - Public Consultation Paper, the
Principles must be balanced against the business case to develop a system that embodies the Principles.
Notwithstanding their one-sidedness, the Principles provide insight into the CFPB’s perspective as it relates to the
broader faster payments/payment system improvement discussion.

Note that providers of payment and payment-related products and services not otherwise subject to the CFPB’s
supervisory authority will not be subject to the same simply by virtue of the CFPB’s release of the Principles.
While payment and payment-related products and services may generally be viewed as consumer financial
products or services under the Dodd-Frank Act, unless another basis applies, CFPB supervision would still
require a “larger participant” rulemaking or a determination that a provider of payment products or services is
engaged in conduct that poses risks to consumers with regard to providing consumer financial products or
services. Providers of payment and payment-related products and services would, nonetheless, be subject to the
CFPB’s enforcement authority as it relates to federal consumer financial protection law and unfair, deceptive, or
abusive acts or practices (“UDAAP”).

We will continue to follow the CFPB’s activity as it relates to faster payments, the Federal Reserve’s
FedPayments Improvement initiative, and other developments as payment system improvement efforts continue
to gain momentum.
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About Morrison & Foerster:

We are Morrison & Foerster—a global firm of exceptional credentials. Our clients include some of the largest
financial institutions, investment banks, Fortune 100, technology and life science companies. We've been
included on The American Lawyer’s A-List for 11 straight years, and Fortune named us one of the “100 Best
Companies to Work For.” Our lawyers are committed to achieving innovative and business-minded results for our
clients, while preserving the differences that make us stronger. This is MoFo. Visit us at www.mofo.com.

Because of the generality of this update, the information provided herein may not be applicable in all situations
and should not be acted upon without specific legal advice based on particular situations. Prior results do not
guarantee a similar outcome.
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