Legal Implications Regarding Data Security
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and regulations such as the
Consumer Fraud and Abuse
Act (CFAA, 18 U.S.C. §1030),
the Stored Communications
Act (SCA, 18 U.S.C. §2702),
and the Fair Credit Reporting
Act (FRCA, 15 U.S.C. §1861(b)).
However, a survey of case law
indicates that success in claims
under these acts is limited.
Other potential remedies
include civil causes of action
such as claims for negligence,
breach of contract and breach
of fiduciary duty, depending
on the factual circumstances of
each individual attack or
breach.

We predict a significant
increase in the tangential suits
and claims against companies
participating in these highly
regulated industries as
suppliers and subcontractors.
There will be expectations
within companies in these
industries that suppliers and
subcontractors will be taking
necessary steps to protect their
own business, their client’s
business, and their customer
base. We have heard from
lawmakers on both the Federal
and State levels, that this
coming year may well see
major developments in the
legal regime governing data

security and privacy. This
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means more laws and
regulations will be put into
place for businesses that
operate and rely on data. The
increased threats, and
subsequent laws and
regulations to address them,
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North Carolina
Identity Theft

Protection Act
(NCITPA, N.C. Gen. Stat. §75-
60 to §75-66). Enacted in 2005,
a primary purpose of the
NCITPA was to provide
greater protection of personal
and confidential information
of consumers. Importantly, for
small and mid-size businesses,
the NCITPA sets forth certain
notification requirements to
customers in the event that a
business becomes aware of a
security breach. Failure to
follow the notification
requirements set forth in the
NCITPA may result in liability
and monetary penalties for

businesses in situations in
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which they would not
otherwise be responsible for
the security breach.

Equally important for small to
mid-sized businesses is the
need to evaluate their
particular situation, client base,
and industries in which they
operate and take a common

sense approach to protecting

themselves. To do this, small
to mid-sized businesses will
need more education to
understand the implications
that new legislation and
industry regulations
pertaining to data security
breaches can have on their
organizations and how they
are connected directly and/or
indirectly.

WHERE DO SMALL AND MID-SIZED
BUSINESSES TURN TO UNDERSTAND THEIR
RESPONSIBILITIES WITHIN THE DATA
SECURITY AND PRIVACY ISSUE?¢

GOVERNMENT AGENCIES
such as the Small Business
Administration and the Federal
Trade Commission on the
federal level and North Carolina
Department of Justice for state
related information can be
excellent resources for business
owners in understanding the
implications of federal and

state laws.

TRADE ORGANIZATIONS
like the North Carolina
Healthcare Information and
Communications Alliance
(NCHICA) and the North
Carolina Bankers Association
track these issues and help
educate their industry

members as well as business
associates and suppliers
operating in these highly

regulated industries.

Two industry specific
articles that help educate
on the sophisticated nature
of data security in
Healthcare and Finance

are:

e Avoiding Financial
Penalties and Loss of
Reputation: Creating,
Managing, and
Enforcing a
Healthcare Data
Security Policy
(NCHICA)
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To discuss any of these issues from a legal standpoint and to ensure you

are protected in your business dealings from a data security and privacy

standpoint, contact Will Cherry at (919) 787-8880 or

cherry@manningfulton.com.
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