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Background on Ransomware Attacks
Doomsday-esque ransomware scenarios are having an 
increasing impact on the health care industry, becoming 
commonplace in 2016.1 Security experts and the media 
have reported that health care providers2 who have experi-
enced ransomware “attacks” this year have suffered a host 
of unwelcome challenges.3 These include preventing staff 
use of email and other forms of electronic communication, 
blocking access to large databases4 (requiring a reverting to 
antiquated paper charts5), turning away patients or diverting 
them to other providers,6 and even experiencing medical 
machinery disruption.7 It has also become common knowl-
edge that ransomware “infection vectors” often include mali-
cious emails that frequently are sent by networks (“botnets”) 
of unsuspecting, infected computers.8 Ransomware infection 

then occurs when an unwary email recipient either opens a 
malicious attachment (“Your missed FedEx Delivery Infor-
mation is Included Confidentially in the Securely Attached 
Document”) or clicks an internet link (“You Won’t Believe 
What the Kittens in this Video Do!!”).9 It’s hard to remain 
at alert when reports of a ransomware apocalypse seem as 
ubiquitous as the blaring car security alarms that, over time, 
have become largely ignored.10 Nonetheless, health care 
providers understand that to provide appropriate health 
care11 and comply with the Health Insurance Portability 
and Accountability Act’s (HIPAA’s) Privacy12 and Security 
Rules,13 they must remain constantly vigilant and clearly 
proactive to keep up with evolving ransomware14 and other 
so-called “cyber threats.”15

OCR’s Ransomware “Guidance”
In mid-2016, in response to the increasing uptick in cyber-
attacks on health care providers, the U.S. Department of 
Health and Human Services (HHS) Office for Civil Rights 
(OCR) released new (and, some might argue, troubling) 
HIPAA guidance16 on ransomware. The guidance came in the 
form of an eight-page “Fact Sheet,” made available on HHS’ 
website.17 Federal and state courts have sometimes cited 
directly to OCR’s online explanations of HIPAA regulations, 
and OCR’s enforcement role with respect to those regula-
tions, in decisions related to HIPAA.18 
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In announcing release of the ransomware guidance, OCR’s 
Director Jocelyn Samuels characterized malicious cyberat-
tacks on electronic health information systems as “[o]ne of 
the biggest current threats to health information privacy.”19 
Ironically, some might consider a statement contained 
within the Fact Sheet as an additional “threat” to health care 
providers, given its implications. Six pages into the eight-
page Fact Sheet, OCR states: “Unless the covered entity or 
business associate can demonstrate that there is a…‘low 
probability that the [protected health information] PHI has 
been compromised,’ based on the factors set forth in the 
Breach Notification Rule, a breach of PHI is presumed to 
have occurred.”20 

Over time, OCR’s breach presumption could have substan-
tial repercussions for the health care industry. Ransomware 
generally is assumed to encrypt data21 without permitting 
ransomware cyber criminals to actually access the infected 
data.22 For this reason, some persons who have previously 
analyzed ransomware attacks may have started their analysis 
with the presumption that a ransomware attack was merely 
a HIPAA “security incident.”23 Under that approach, one 
could fairly easily conclude that most ransomware attacks, 
by their nature, did not acquire, access, use, or disclose PHI, 
and were not full blown PHI breaches.24 

Now, under OCR’s 2016 guidelines, it appears that providers 
infected with ransomware must instead start with the 
presumption that PHI was breached. This means that, where 
ransomware has historically been considered by many to be 
a (potentially costly) annoyance to providers,25 OCR’s new 
automatic HIPAA breach presumption could make ransom-
ware attacks even more costly, from both a financial and a 
public relations perspective. It is possible that OCR’s 2016 
HIPAA guidelines could cause providers to conclude that 
more ransomware attacks are breaches. If so, that means 
that HIPAA breach notification rules could be triggered.26 
Providers whose ransomware breaches affect 500 or more 
individuals also would have the unenviable distinction of 
being included on OCR’s notorious “Wall of Shame.”27

The Fact Sheet does offer some solace, however, in that it 
explains that the PHI breach presumption is rebuttable. 
To rebut the breach presumption, providers must show 
that, notwithstanding the ransomware infection, there is a 
“low probability” any PHI was compromised. OCR does 
not define the term “low probability.”28 Instead, pursuant 
to HIPAA’s breach notification rule, to determine whether 
the probability that PHI was compromised by ransomware 
is low, providers must conduct a risk assessment based on 
four factors: (1) the nature and extent of the PHI involved, 
including the types of identifiers and the likelihood of 
re-identification; (2) the unauthorized person who accessed 
the PHI or to whom the disclosure was made; (3) whether 
the PHI was actually acquired or viewed; and (4) the extent 
to which the risk to the PHI has been mitigated.29 By way of 
example, OCR suggests that even if the ransomware infec-

tion “deletes the original data and leaves only the data in 
encrypted form,” if the impact is mitigated (under factor 4) 
by “robust contingency plans including disaster recovery and 
data backup plans,” then it may be possible to demonstrate 
a low probability that PHI was compromised. OCR also 
“encourages” providers to consider other factors, as appro-
priate, to analyze the risk that PHI was compromised.

The Fact Sheet also contains information and guidance that 
by now may be familiar to most providers, such as specific 
early “indicators” that could mean providers have suffered 
a ransomware attack and suggesting entities infected by 
ransomware notify either the Federal Bureau of Investigation 
or a U.S. Secret Service field office.30 But, again, what should 
raise the eyebrows of providers is OCR’s statement that, as 
ransomware attacks become more commonplace, OCR’s 
position is that, if a covered entity or business associate 
suffers a ransomware infection, then any PHI data impacted 
by that infection is presumed to be a HIPAA data breach. 

So what should providers do in response OCR’s 2016 
HIPAA/Ransomware guidelines? Read them carefully 
and embrace them is one viable option. The guidelines 
offer providers the road map of action that OCR expects 
providers to take to prevent against, prepare for, respond 
to, and remediate ransomware attacks. Providers who 
study that road map, respond to it compliantly, and docu-
ment that response should be in a strong position to handle 
ransomware and evolving cyber threats effectively. Bad 
actors will continue to act badly. Ransomware-type attacks 
will continue to impact health care providers, and PHI will 
continue to be breached through such attacks. However, 
by closely adhering to OCR’s guidelines (and frequently 
monitoring those guidelines for revisions in response to new 
cyber threats), providers who suffer cyberattacks can place 
themselves in a strong position to demonstrate to affected 
individuals, the media, and OCR that the providers took the 
appropriate steps. Such providers will, among other things, 
regularly review and update their ransomware/malware 
policies and procedures. By essentially “friending”31 OCR’s 
guidelines, providers may find OCR more reasonable and 
ransomware attacks less costly.32

Conclusion 
Only time will tell whether OCR’s presumption will result 
in a greater number of reported HIPAA breach notifications. 
Without question, however, the analysis of HIPAA privacy 
and security issues (and security incidents)33 can be complex, 
including whether a ransomware infection creates a “low 
probability” that PHI was compromised. Providers should 
confer with legal counsel and other appropriate professionals 
to assist with HIPAA Security Rule compliance, and how 
to analyze and plan to prevent, prepare for, and respond to 
ransomware attacks.
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