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On 29 October, 2021, the Cyberspace Administration of China ("CAC”) released
the Data Export Security Assessment Measures (Draft for Comments) ({E#E
B HEINE (IEKENFS) ) in Chinese, “Draft Measures”) to solicit public
comments. Cross-border transfer of data has always been one of the most
concerned issues for entities operating in China, especially for multinationals.
As the third try of the CAC since its release of the other two draft measures
respectively in 2017 and 2019, this latest version shall be paid great attention to.
This alert will introduce how the Draft Measures interacts with the current data
protection legislations and elaborate key highlights for kind reference.

I. Who Are Caught Under the
Draft Measures

According to the Draft Measures, the following two
types of subjects shall always apply for security
assessment when providing overseas important data
and/or personal information:

critical information infrastructure operators; and

personal information handlers that have
processed personal information of more than
1 million individuals.

In addition, security assessment shall also be
applied if the following data will be transferred or
accumulatively transferred overseas, regardless
of the nature of the data hander:

important data;

personal information of more than
100,000 individuals; or

sensitive personal information of more than
10,000 individuals.

IlI. Self-Assessment

Before applying to the CAC through its
local counterpart for security assessment,
a self-assessment shall be conducted at first.

The key points of the self-assessment include
the following:

the legality, justifiability, and necessity of the
purpose, scope, and method of data export and of
the processing activities of overseas recipient;

the amount, scope, type and sensitivity of the
data to be exported, the risk that the data export
may pose to national security, public interest, and
the legitimate rights and interests of individuals
or organizations;

whether the management and technical
measures and capacity of the data handler in the
data transfer process can prevent the risk of data
leakage, destruction, etc.;

whether the responsibility and obligations
undertaken by the overseas recipient, as well as
the management and technical measures and
capacity to fulfill the responsibility and obligations
can ensure the security of the data to be exported;

the risk of data leakage, destruction, tampering,
abuse, etc. after the export and retransfer, and
whether the channels for individuals to safeguard
the rights and interests of personal information are
available, etc.; and

whether the data export-related contract
concluded with the overseas recipient fully
specifies data security protection responsibilities
and obligations.



I1l. Initiating a Security IV. Focuses of the

Assessment Security Assessment
Entities need to prepare the following materials for The data export security assessment focuses on
an application for a security assessment: assessing the risks that the data export activities
may pose to national security, public interests, and
» a written application (the template of which may the legitimate rights and interests of individuals or
be issued by authorities); organizations, mainly including the following matters:

« the self-assessment report on the risks of

- the legality, justifiability, and necessity of the
data export;

purpose, scope, and method of data export;

- the contract or other legally binding documents
concluded between the data handler and the
overseas recipient; and

- the impact of the data security protection policies
and regulations and network security environment
of the country or region where the overseas

- other materials required for the recipient is located on the security of the exported
security assessment. data; whether the level of data protection of the

overseas recipient meets the requirements of the

laws, administrative regulations and mandatory
national standards of China;

Specifically, the contract entered into by the data
handler and the overseas recipient to fully provide
the data security protection responsibilities and
obligations should include, but not be limited to, « the quantity, scope, type and sensitivity of the data
the following items: to be exported, the risks of leakage, tampering,
loss, destruction, transfer or illegal access, illegal

- the purpose, method and scope of data export, use, etc. in and after the export;

the purpose and method of data processing by
the overseas recipient: - whether the data security and the rights and

interests in personal information can be fully and

+ thelocation and duration of data storage outside effectively protected:

China, as well as the measures to handle the data

exported after the retention period expires, the - whether the contract between the data handler
agreed purpose is completed, or the contract and the overseas recipient fully specifies the
is terminated; responsibilities and obligations of data security
protection;

+ the binding provisions that restrict the overseas
recipient from transferring the exported data to - compliance with Chinese laws, administrative
other organizations or individuals: regulations and departmental rules; and

- the security measures that the overseas recipient » other matters that the CAC considers necessary
should take in the event of substantial changes in 1o assess.

actual control or scope of business, or changes in
the legal environment of the country or region that
make it difficult to ensure data security;

- the liability for breach of data security protection
obligations, and the binding and enforceable
dispute resolution provisions; and

+ the smooth communication channels and
appropriate emergency response in the event of
data leakage and other risks to protect the data
subjects’ rights and interests.
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V. Timeframe and Authorities

Security assessment shall be applied to the CAC
through the local cyberspace administration at the
provincial level.

The CAC within 7 working days from the date

of receipt of the application materials will
determine whether to accept the assessment and
give feedback in the form of a written notice on the
acceptance results.

After accepting the application, the CAC will

organize the competent sectoral authorities,

relevant departments of the State Council, provincial
cyberspace administrations, and specialized agencies
to conduct security assessment.

The CAC will complete the data export security
assessment within 45 working days from the date
of issuing the written notice of acceptance; if the
situation is complex or additional materials are
required, the above time limit can be extended
appropriately, but generally not exceeding

60 working days.

VI. Expiration and Re-assessment

The assessment result is only valid for 2 years.

If it is necessary to continue the original data export
activities after the expiration of the validity period,
the data handler shall apply the assessment again
60 working days before the expiration. Otherwise,
the data export activities shall be ceased.

During the period of validity, the data handler shall
re-apply for assessment if any of the following
circumstances occurs:

- the purpose, method, and scope of exporting
data, the type of data exported and the purpose
and method of processing data by the overseas
recipient change, or the period of retention
of personal information and important data
outside China is extended;

+ the legal environment of the country or region
where the overseas recipient is located changes,
the actual control of the data handler or the
overseas recipient changes, or the contract
between the data handler and the overseas
recipient changes that may affect the security
of the data exported;

- the emergence of other circumstances affecting
the security of the data exported.

VIIl. Looking Forward

Published three days before the effective date

of the Personal Information Protection Law (“PIPL"),
the Draft Measures intends to supplement the current
legislations and provides practical guidance for data
cross-border transfer. With the implementation of

the Data Security Law and the PIPL, it is noteworthy
that the violations against the rules concerning data
cross-border transfer may incur heavy penalties, such
as a fine up to CNY 50 million (about USD 7,820,000)
or not more than 5% of the entity’s turnover of the
previous year, and among other things, the person

in charge may also be fined and prohibited from
holding key positions within a certain period of time.
It is therefore recommended to pay close attention to
the development of the Draft Measures and conduct
data cross-border transfer cautiously in practice.

Cover or Section Title « 5



Appendix

BREEZE2WETE

(ERZRFE)

The Measures for the Security Assessment of Data Export
(Exposure Draft)
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Article 1: The present Measures are enacted in accordance

with the Cybersecurity Law of the People’s Republic of China,
the Data Security Law of the People’s Republic of China, the
Personal Information Protection Law of the People’s Republic of
China, and other laws and regulations, in order to regulate the
activities of outbound data, protect the rights and interests in
personal information, safeguard national security and social and
public interests as well as promote the safe and free flow of data
across borders.
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Article 2: Unless otherwise provided for in laws and
administrative regulations, data processors are required to
conduct security assessment according to these Measures
when they provide overseas important data collected and
generated during their operation within the territory of the
People’s Republic of China and personal information that shall
be subject to security assessment according to law.

B=F HIRELIRR 21T RFSFNTE
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Article 3: It is imperative to conduct security assessment for
the outbound data under the principle of combining ex ante
assessment and continuous inspection as well as combining
risk self-assessment and security assessment, so as to prevent
security risks from the outbound data and ensure the orderly
and free flow of data in accordance with the law.
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Article 4: To provide data abroad, a data processor falling
under any of the following circumstances shall, through the
local cyberspace administration at the provincial level, apply
to the Cyberspace Administration of China (“CAC”) for security
assessment of outbound data.

() where the outbound data are personal information and
important data collected and generated by operators of
critical information infrastructure;

(In

(Il where a personal information processor that has processed
personal information of more than one million people
provides personal information overseas;

where the outbound data contains important data;

(IV) where the personal information of more than 100,000
people or sensitive personal information of more than 10,000
people are transferred overseas accumulatively; or

(V) other circumstances under which security assessment of
outbound data is required as prescribed by the CAC.
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Article 5: Prior to providing data abroad, a data processor shall
conduct self-assessment of the risks of outbound data, with
emphasis on the assessment of the following matters:

(1) legality, appropriateness and necessity of the outbound
data and the purpose, scope and method of the overseas
recipient’s processing of the data;

(I) the quantity, scope, type and sensitivity of the outbound
data; risks to national security, public interests, and the
legitimate rights and interests of individuals or organizations
that may arise from the outbound data;

(Il whether the management, technical measures and
capabilities of the data processor in the data transfer link can
prevent data leakage, damage and other risks;

(IV) the responsibilities and obligations that the overseas
recipient undertakes to assume, and whether the
management, technical measures and ability to perform the
responsibilities and obligations can ensure the security of the
outbound data;

=

risks of leakage, damage, tampering and abuse of data after
the data is transmitted abroad and further transferred, and
whether the channels for individuals to maintain their rights
and interests in personal information are unblocked; and

(VI) whether the relevant contract for the outbound data
concluded with the overseas recipient fully specifies the
responsibilities and obligations for data security protection.
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Article 6: To apply for security assessment of outbound data,
the following materials shall be submitted:

() a written application;
(I) self- assessment report on risks of outbound data;

(Il) a contract or other legally binding documents (hereinafter
collectively referred to as “the contract”) to be concluded
between the data processor and the overseas recipient; and

(IV) Other materials required for the security assessment.
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Article 7: The CAC shall, within seven working days from the date
of receipt of the application materials, determine whether to
accept the assessment application, and give feedback on the
acceptance results in the form of a written notice.
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Article 8: Security assessment of outbound data shall focus

on the assessment of the risks to national security, public
interests, and the legitimate rights and interests of individuals or
organizations caused by the outbound data, mainly including
the following matters:

(0

(In

Legality, legitimacy and necessity of the purpose, scope and
method of transmitting the data abroad;

The impact of the policies and regulations on data security
protection and the network security environment of the
country or region where the overseas recipient is located
on the security of the outbound data; and whether the
data protection level of the overseas recipient meets the
requirements of the laws and administrative regulations

of the People’s Republic of China and the mandatory
national standards;

(Il The quantity, scope, type and sensitivity of the outbound

data, and the risks of leakage, tampering, loss, damage,
transfer, or of illegal acquisition or illegal use of such data
when leaving the country or thereafter;

(IV) Whether the data security and the rights and interests

in personal information can be adequately and
effectively protected;

(V) Whether the contract between the data processor and the

overseas recipient has made sufficient provisions on the
responsibilities and obligations for data security protection;

(VI) Compliance with Chinese laws, administrative regulations,

and departmental rules; and

(VIl)Other matters that the CAC considers necessary

to be assessed.
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Article 9: The contract between a data processor and an
overseas recipient, which fully provides for the responsibilities
and obligations for data security protection, shall include but not
be limited to the following:

(I) The purpose and method of transmitting the data abroad
and the scope of the outbound data; and the purpose and
method of data processing by the overseas recipient;

(I The place and duration of overseas storage of the data, as
well as the measures to deal with the data after the storage
period expires, the purpose agreed upon is completed
or the contract is terminated;

(Il restrictive clauses restricting the overseas recipient from
re-transferring the data transmitted abroad to other
organizations or individuals;

(IV) Security measures that shall be taken in case of any
substantial change in the actual control right or business
scope of the overseas recipient, or any change in the legal
environment of the country or region where the overseas
recipient is located, which makes it difficult to guarantee
data security;

(V) Liability for breach of the data security protection obligation,
and binding and enforceable dispute resolution clauses; and

(VI) Properly carrying out emergency response in case of data
leakage and other risks and ensuring the smooth channels
for individuals to safeguard their personal information
rights and interests.
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Article 10: After accepting an application, the CAC shall
organize the competent authority of the industry concerned,
relevant departments of the State Council, the cyberspace
administration at the provincial level and specialized agencies
to conduct security assessment.

For any outbound data involving important data, the CAC
shall seek opinions from the competent authority of the
industry concerned.
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Article 11: The CAC shall complete security assessment

of outbound data within 45 working days commencing from
the date of issuing the written notice of acceptance; if the
circumstance is complex or supplementary materials are
required, the said time limit may be extended appropriately,
but generally shall not exceed 60 working days.

The data processor shall be notified of the assessment
result in writing.
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Article 12: The outbound data assessment result is valid for two
years. If any of the following circumstances occurs during the
validity period, the data processor shall re-apply for assessment:

() Any change occurs to the purpose, method, scope, or type
of outbound data, or the use or method of data processing
by the overseas recipient, or the period for overseas storage
of personal information and important data is extended;

Any change in the legal environment of the country or region
where the overseas recipient is located, any change in the
actual control of the data processor or the overseas recipient,
or any change in the contract between the data processor
and the overseas recipient that may affect the security of

the outbound data;

(Il Other circumstances affecting the security of outbound data.

If it is necessary to continue the outbound provision of the
original data upon expiration of the validity period, the data
processor shall apply for assessment again 60 working days
before expiration.

Where no new application is filed for assessment under
the provisions of this Article, relevant data outbound activities
shall be ceased.
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Article 13: The data processor shall submit the assessment
materials in accordance with the provisions of the present
Measures. In case the materials are incomplete or not in
compliance with the requirements, it shall make supplements or
corrections in a timely manner. If it refuses to make supplements
or corrections, the CAC may terminate the security assessment;
the data processor shall be responsible for the authenticity

of the materials submitted, and if it intentionally submits false
materials, it shall be deemed to have failed the assessment.
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Article 14: Relevant agencies and personnel participating in

the security assessment shall, in accordance with the law,

keep confidential the state secrets, personal privacy, personal
information, trade secrets, confidential business information and
other data learned in the performance of their duties, and shall
not disclose or illegally provide such information to others.
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Article 15: Organizations or individuals who find that any
data processor provides data abroad without an assessment
in accordance with the present Measures may complain or
report to the cyberspace administrations at the provincial
level or above.
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Article 16: Where the CAC finds that any outbound data which
has passed the assessment no longer meets the security
management requirements for outbound data in the actual
process, it shall cancel the assessment results and notify the
data processor in writing of the same. The data processor
shall terminate the outbound data activities. If it is necessary
to continue such activities, the data processor shall make
rectifications as required and apply for an assessment anew
after completing the rectifications.
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Article 17: Any violation of the present Measures shall be
punished in accordance with the laws and regulations such

as the Cybersecurity Law of the People’s Republic of China,
the Data Security Law of the People’s Republic of China, the
Personal Information Protection Law of the People’s Republic of
China and other laws and regulations; if a crime is constituted,
criminal liability shall be pursued in accordance with the law.

B\ AEE F A HERT.

Article 18: The present Measures shall come into force as
of MM/DD/YY.
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