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SEC Sends Message Via Enforcement Action: Don’t Stifle
Employee Whistleblowing

US public companies and SEC regulated entities should re-examine their forms and
policies.

On April 1, 2015, the US Securities and Exchange Commission filed its first whistleblower protection case
involving confidentiality obligations imposed on employees.” The SEC charged Houston-based
technology and engineering firm KBR Inc. with violating Rule 21F-17, which prohibits all persons,
including companies, from taking any action to impede an individual from communicating with the SEC
staff about a possible securities law violation, including by enforcing, or threatening to enforce, a
confidentiality agreement. In a press release, the SEC Enforcement staff warned, as they have numerous
times in the past, that they will vigorously enforce this provision.

What KBR Allegedly Did, and What It Settled To

KBR allegedly required interviewees in internal investigations to sign confidentiality statements that
contained language warning that they could face discipline and even be fired if they discussed the matter
with outside parties without the prior approval of KBR’s legal department. Because these investigations
related to possible securities law violations, the SEC found that this language violated Rule 21F-17. The
SEC'’s greatest concern was that the restrictive language potentially discouraged employees from
reporting securities law violations to the SEC. The SEC found no instances in which KBR specifically
prevented employees from communicating with the SEC about specific securities law violations.

KBR agreed to cease and desist from violating Rule 21F-17 and to pay a US$130,000 penalty. KBR also
amended its confidentiality statement.

New Language Blessed by the SEC

KBR amended its confidentiality statement to make clear to current and former employees that they will
not have to fear termination or retribution or seek approval from company lawyers before contacting the
SEC and other authorities. The SEC’s press release stated that employers should similarly amend
existing and historical agreements that in word or effect stop their employees from reporting potential
violations to the SEC.

This is the specific language KBR added to its confidentiality statement:

“Nothing in this Confidentiality Statement prohibits me from reporting possible violations of federal law or
regulation to any governmental agency or entity, including but not limited to the Department of Justice,
the Securities and Exchange Commission, the Congress, and any agency Inspector General, or making
other disclosures that are protected under the whistleblower provisions of federal law or regulation. | do
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not need the prior authorization of the Law Department to make any such reports or disclosures and | am
not required to notify the company that | have made such reports or disclosures.”

Our Suggestions to US Public Companies and SEC Regulated Entities

¢ Do not take any action to impede a whistleblower from communicating directly with the SEC about a
possible securities law violation, including by enforcing or threatening to enforce a confidentiality
agreement.

e Eliminate language in forms and policies that expressly requires employees to report internally before
reporting to US authorities.

e Consider adding language similar to the new KBR language to relevant forms and policies.

e Do not ask or require employees to waive or limit their whistleblower anti-retaliation rights.

If you have questions about this Client Alert, please contact the author listed below or the Latham lawyer
with whom you normally consult:

Lawrence A. West
lawrence.west@Ilw.com
+1.202.637.2235
Washington, D.C.

Eric R. Swibel
eric.swibel@lw.com
+1.312.777.7185
Chicago

You Might Also Be Interested In

Encouraging Internal Reporting, and Its Limits

Dealing With the SEC’s Focus on Protecting Whistleblowers From Retaliation

Client Alert is published by Latham & Watkins as a news reporting service to clients and other friends.
The information contained in this publication should not be construed as legal advice. Should further
analysis or explanation of the subject matter be required, please contact the lawyer with whom you
normally consult. The invitation to contact is not a solicitation for legal work under the laws of any
jurisdiction in which Latham lawyers are not authorized to practice. A complete list of Latham’s Client
Alerts can be found at www.lw.com. If you wish to update your contact details or customize the
information you receive from Latham & Watkins, visit http://events.lw.com/reaction/subscriptionpage.html
to subscribe to the firm’s global client mailings program.

Endnotes

' In the Matter of KBR Inc., Admin. Proc. File No. 3-16446 (April 1, 2015) available at http://www.sec.gov/litigation/admin/2015/34-
74619.pdf
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