EEEEEEEEEEEEEEEEE

ster Response -- Don't Forget ESI

untain eDiscovery 2010
10 | Hilton Salt Lake City Center



W LEGAL TECHNOLOGIES

Disaster Response -- Don't Forget ESI

 Possible Crises

— Serious accident or injury
ural Disasters

or Pandemic

or online

olunteers
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Response to Disasters

1. Gather Background Details
cure accident site and restrict access
Ine type and extent of incident and

d? Get all details
erating procedures
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1. Gather Background Details

Identify withesses and isolate
reliminary interviews as soon as possible

mber to ask about sources of ESI| and
uments

ey players
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1. Gather Background Details

 Where did event occur? Get precise description
d location

visit/inspection as soon as possible

ecursor events
nt ever occur there?

nse to the accident, thus far
out for sources of ESI
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2. Post-Accident Logistics and Coordination

e Security of accident site
ecurity of command center
re, isolated facilities for the families of any

1zed individuals employed by the
proved by counsel should
documents and related
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2. Post-Accident Logistics and Coordination

* Dealing with the press

— ldentify company media point person, or
noint one

procedures in place for handling media

ctual issues
e claims?

t for sources of ESI



3. On-Site Investigations

So Begins the “Blame Game”
cal/State/Federal Law Enforcement
ment agencies




3. On-Site Investigations

Insurance carriers

at every serious accident is a
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3. On-Site Investigations

— Plaintiff's attorneys probably would want to
view the scene at the time of the initial
vestigation

the best record possible
physically present, but it is as if he




3. On-Site Investigations

Involve outside experts?
e prepared for “disaster chasers”

ber ESI!

ment requests
ests? Provided?
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3. On-Site Investigations

* Never leave the inspector unaccompanied
at the worksite!!

ke comparative samples
iIcate drawings, measurements and

one to perform
" for the inspector
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3. On-Site Investigations

* Anticipate witness interview requests
— Who is preparing interviewees for interviews?

nly prepare written statements at direction of
sel (to maintain privilege)

t workers’ consent to be present
lews (or get copies of their

IS made or that good



3. On-Site Investigations

— Need to be thinking about possible impact of
iInterviews on:

ivil litigation

overnmental investigations

Iminal investigation

rivative/class action suits



EEEEEEEEEEEEEEEEE

3. On-Site Investigations

void any false statements or knowingly
Ing false information

LSE STATEMENTS - EVER!
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4. Preservation of evidence

Always keep an eye out for sources of ESI
lement crucial litigation hold(s)

le an e-discovery response team
care of your ESI preservation

d control issues — who will
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4. Preservation of evidence

— Handle the unique demands of preserving
different types of ESI, such as:

nternet (website updates and blogs)

e hard drives, and
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4. Preservation of evidence

Focus preservation requests/litigation hold
uests to client and matter at issue

tand the factors that trigger the
erve relevant ESI

serve evidence arises when a
nticipates litigation
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4. Preservation of evidence

* Create company-wide awareness of the need to
preserve relevant ESI

Need to image hard drives or at least emails and
Docs’ of key players?

ny allegation of or concern about

of justice, tampering with evidence,
alteration of records that are

be kept for government

rviews



EEEEEEEEEEEEEEEEE

5. Start Preserving Third Party Information

Try to get copies of police, EMR, coroner
orts ASAP

ternet and other media coverage
s by others
mation Act (or state law



6. Early Evidence Assessment and Strategies
for Search, Retrieval and Review

er too early to start
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ATTORNEYS AT LAW

1)

7. Legal Aftermath: Crime &Punishment

 Many regulated industries involve potential
criminal violations:

— Violations of regulatory standards can be punishable
by incarceration and/or monetary criminal penalties

roviding false statements or documents can be
iIshable by incarceration and/or monetary criminal

nt also possible where there is conspiracy
f justice

osecute under criminal statutes —
manslaughter, reckless
battery
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8. Internal investigation? Might be good idea

efine scope of investigation

and brief investigative team, and
K assignments
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8. Internal investigation? Might be good idea

Analyze data (including police and
ernment reports. autopsies, etc.)

Ine causation and remedial

Investigation briefing
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8. Internal investigation? Might be good idea

 |[nform everyone with need to know of
orrective actions

ent actions needed to remediate

mployees
re results achieved to
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9. Other Effects

* Diversion of management’s attention from our
day-to-day business

ative media attention

Ive perceptions about safety record
lity to attract skilled labor

lums for insurance

deral, state and local health
lons and enforcement
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10.Avoid any aggravating circumstances

The psychological “blame game”
ow workers frequently blame

nt for those participating in any
be aware of these feelings
participants’ grief
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