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CFPB's Promise to Ease Privacy Notice Burdens 
Needs Clarification 
By Andrew M. Smith and Amanda J. Mollo 

The CFPB has proposed allowing financial institutions to forgo mailing annual privacy notices by posting such 
notices online, if the financial institution meets certain conditions. While the proposal is welcome, it needs 
clarification to ensure that it actually provides the intended relief of easing the burden imposed by the annual 
privacy notice requirement under the Gramm-Leach-Bliley Act.   

Introduction 

Financial institutions currently mail a separate privacy notice every year to each customer.  The proposed 
amendment to the GLBA Privacy Rule would allow institutions that meet certain requirements, such as using the 
CFPB's Model Privacy Notice, to post the privacy notice online and include a reminder of the notice’s availability 
in regular mailings to consumers once per year.   

The proposed amendment, however, does not acknowledge that most institutions have tailored the Model Notice 
to fit each institution’s policies and circumstances.  This creates ambiguity with regard to whether such institutions 
may take advantage of the proposal and online notifications.  

In addition, the alternative delivery method would not be available to financial institutions that offer consumers an 
opportunity to opt out of affiliate sharing under FCRA § 603(d)(2)(A)(iii), greatly diminishing the proposal's 
usefulness.   

Comments are due 30 days from the proposal’s publication in the Federal Register. 

Current Requirements 

Financial institutions are required to provide an initial privacy notice to consumers when such institutions establish 
a customer relationship with a consumer, and to mail another copy of the privacy notice to their customers each 
year.  These notices must alert consumers to the institution’s privacy policy, including whether and how the 
institution shares consumers’ nonpublic personal information.  For example, an institution must typically notify 
consumers if it shares nonpublic personal information with unaffiliated third parties and how to opt out of such 
sharing.  

The Proposal 

Under the proposed amendment, a financial institution would be allowed to post its privacy notice online rather 
than mailing the notice, if the institution meets the following conditions:   

• it does not share information with unaffiliated third parties except for the purposes permitted under 12 
C.F.R. §§ 1016.13, 1016.14, and 1016.15; 
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• it does not provide consumers with an opportunity to opt out of the sharing of consumer report information 

among affiliates under FCRA § 603(d)(2)(A)(iii) (under the CFPB's GLBA Privacy Rule, if an institution 
offers an FCRA affiliate sharing opt-out, it must include that opt-out in its annual privacy notice); 

• if it provides an affiliate marketing opt-out under FCRA § 624, it also provides consumers with an 
opportunity to exercise that opt-out outside its annual privacy notice;  

• it has not changed its privacy policy since it last provided an annual notice to its customers; and  
• it uses the CFPB’s Model Privacy Notice.   

 
Under the proposal, financial institutions that do not mail an annual notice would be required to clearly and 
conspicuously notify consumers where the notice can be found, and to promptly mail to consumers a notice upon 
their request at a toll-free telephone number.   

The Missing Piece 

Although many financial institutions use the CFPB’s Model Privacy Notice, many of these institutions have slightly 
modified the Model to tailor it to their specific circumstances.  The CFPB has made clear that such modifications, 
however minor, may mean that the financial institution will not be entitled to the safe harbor afforded by the Model 
Privacy Notice.  See 12 CFR part 1016, App. B(1)(b) (“Institutions seeking to obtain the safe harbor through use 
of the model form may modify it only as described in these Instructions.”).  As long as the notice is consistent with 
the requirements of the GLBA Privacy Rule, however, the agency should not take issue with the notice.  See 74 
Fed. Reg. 62890, 62890 (Dec. 1, 2009) (final rulemaking notice) (“While the model form provides a legal safe 
harbor, institutions may continue to use other types of notices that vary from the model form so long as these 
notices comply with the privacy rule.”).   

Under the proposal, however, using the Model would become a requirement for institutions seeking to use the 
alternative delivery method, and the proposed amendment is unclear as to whether and to what extent financial 
institutions could modify the Model Privacy Notice, and still take advantage of the alternative delivery method.  If 
institutions seeking to use the alternative delivery method are held to the same standard as institutions seeking to 
use the safe harbor, those institutions will not be permitted to vary from the Model Notice at all beyond what the 
Instructions to the Model Notice specifically allow.  

Below please find links to the CFPB’s Press Release and Proposed Rule.  
 
CFPB Press Release:  
http://www.consumerfinance.gov/newsroom/cfpb-proposes-rule-to-promote-more-effective-privacy-disclosures/.   
 
CFPB Proposed Rule:  
http://files.consumerfinance.gov/f/201405_cfpb_annual-privacy-notice-proposal.pdf.  
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About Morrison & Foerster: 

We are Morrison & Foerster—a global firm of exceptional credentials. Our clients include some of the largest 
financial institutions, investment banks, Fortune 100, technology and life science companies.  We’ve been 
included on The American Lawyer’s A-List for 10 straight years, and Fortune named us one of the “100 Best 
Companies to Work For.”  Our lawyers are committed to achieving innovative and business-minded results for our 
clients, while preserving the differences that make us stronger.  This is MoFo.  Visit us at www.mofo.com. 

Because of the generality of this update, the information provided herein may not be applicable in all situations 
and should not be acted upon without specific legal advice based on particular situations.  Prior results do not 
guarantee a similar outcome. 
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