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Questions Clients Are Asking

US Outlook: Insurance Coverage Questions Amid COVID-19 Outbreak
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6) If we get sued by a third party who claims we caused their exposure to COVID-19,
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The COVID-19 crisis presents a number of novel issues that policyholders and insurers will
face in the coming months. As COVID-19 has spread around the world, businesses are facing
significant disruptions to their operations and supply chains, including government-ordered
shutdowns, cancellations of events, and lawsuits. The projected impact to the world economy is
staggering and businesses have started to look to insurance carriers to cover their losses.

COVID-19 will raise coverage questions as to a variety of types of policies, including policies
related to business interruptions, civil authority measures, event cancellation, workers’
compensation, general liability, and directors’ and officers’ liability. This climate and its
accompanying challenges elevates the importance of having a comprehensive understanding of a
business’s insurance portfolio, the scope of the coverage provided under those policies, and likely
challenges to coverage.
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While the question of whether a company has coverage will be specific to the policy
language and the particular losses or injuries at issue, there are common issues likely to arise. This
memo provides context for and guidance on some of the most pressing insurance questions in the
current climate, and looks at cases from analogous events like the September 11, 2001 terrorist
attacks and the spread of other infectious diseases, and also examines potential market-changing
events such as legislative efforts to mandate insurance coverage.

The scope and likelihood of coverage may be impacted by events and issues outside policy
language. For example, there are several legislative efforts underway to address the scope of
business interruption coverage, including three in the United States House of Representatives and
one in the state of New Jersey." Similarly, in light of the unprecedented and expected increase in
COVID-19-related claims, AM Best is working to develop a new stress test to assess insurers’
balance sheets, including risks factors like capital levels and reserve adequacy.”

We address the key questions related to each of these issues below.
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1) Do business interruption insurance policies provide coverage for lost profits as a
result of COVID-19 related interruptions?

It is anticipated that an increasing number of business owners will look for coverage under
business interruption policies in 2020 as companies across the world face unprecedented levels of
supply chain disruptions and closures in the midst of the COVID-19 pandemic. Business interruption
insurance is a specialized product that compensates a business for its lost profit and certain expenses
when its operations are affected by damage to property that impairs or prevents normal operations.
These policies may also provide contingent business interruption insurance that reimburses lost profits
and extra expenses resulting from an interruption of business at the premises of a customer or supplier.
Business interruption coverage can be sold as a standalone product or as part of a comprehensive
property policy. These policies contain specific limitations to the scope of coverage that will be
relevant to the current pandemic. Insurers and policyholders should therefore carefully consider the
policy terms for COVID-19 related losses under such policies.

The first consideration is whether the business interruption policy contains a specific exclusion
for losses related to a virus or illness. For example, in 2006, the ISO published form CP 01 40 07 006,
titled “Exclusion for Loss Due To Virus Or Bacteria” (the “Virus Exclusion”). This Virus Exclusion
excludes coverage for any “loss or damage caused by or resulting from any virus, bacterium or other
microorganism that induces or is capable of inducing physical distress, illness or disease.” The Virus
Exclusion is part of ISO’s Standard Property Policy, and explicitly applies to “forms or endorsements
that cover business income, extra expense or action of civil authority.”
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With respect to policies where the Virus Exclusion is not present or found not to apply, there
may be other barriers to coverage. For example, business interruption policies only cover losses
caused by, or occurting in connection with, “damage to or destruction of [the insured’s] property.””
Courts are currently split as to whether the presence of a harmful substance constitutes damage or
destruction to a property. For example, in 2017, a New Jersey federal court found that the release of
ammonia into a facility constituted damage to the insured’s property, as it “rendered the building
temporarily unfit for occupancy and use” until the building could be cleaned." Several other
jurisdictions have made similar findings with the respect to businesses damaged by gasoline vapors
and the bacterial contamination of a water source.’” However, courts in other states have disagreed,
finding in several instances, for example, that the presence of mold does not constitute physical
damage.® Based on this split in authority, and the lack of clear precedent addressing the precise issue
of widespread viral contamination, the question of whether COVID-19 contamination will constitute
“physical damage” under a business interruption policy is likely to vary state-by-state and may depend
on the insured’s ability to show that the virus had a direct causal connection to the claimed physical
damage and losses.

An additional consideration that is important to bear in mind is whether the business
interruption policy coverage will extend to losses associated with government-enforced quarantines
or travel restrictions. While many business interruption policies do include coverage for certain losses
caused by the actions of civil authorities, policyholders are typically only entitled to coverage if the
impact is sufficiently direct. For example, policies may require that access to the business be
prohibited, often for a minimum period of 72 hours, rather than simply impeded.” Policies also
generally require that the business disruption is the result of a specific order by civil authorities to
cease operations, and therefore many policies may not cover circumstances where a business is
interrupted or severely impacted by civil authority directives that that do not amount to an outright
prohibition on operations.® Several courts have made it clear that the relevant order need not be
formal, so long as it prohibits access to the insured premises.” As such, whether a business interruption
policy covers losses associated with a COVID-19 quarantine order will depend heavily not only on
the scope and terms of the policy, but also the terms of the relevant order issued by the government
authority.

Additionally, business interruption policies can differ with regard to the language used to
describe the extent and scope of covered losses. Although business interruption insurance is generally
regarded as a means of replacing lost income, business interruption claims often arise in situations,
where the economic impact can stretch well beyond the policyholder’s own business. To address this,
courts have taken two approaches: (1) an “economy ignored” approach, which looks backward and
measures the policyholder’s loss only against pre-catastrophe business levels and does not take into
consideration the impact of actual post-catastrophe conditions on the economy, market, or demand,
and (2) an “economy considered” approach, which seeks to place the policyholder in the position that
it would have occupied in the actual post-catastrophe environment had it been able to continue its
operations.

On this issue, the determination of which approach a court will use most often depends on
the language of the policy, as opposed to the forum interpreting the policy. For example, the United
States Court of Appeals for the Fifth Circuit has employed both “economy ignored” and “economy
considered” calculations, depending on the particular policy language at issue.'’
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2) Are there any government efforts to address coverage issues related to loss of business
income from COVID-19?

Another rapidly evolving area is the development of new legislation seeking to address the
significant business losses already occurring, and likely to intensify, as a result of the COVID-19
pandemic. We understand that three committees in the U.S. House of Representatives are drafting
legislation to provide coverage for business interruption losses that would otherwise be excluded by
the policies. Drafts of the bills under consideration are not yet available. We will provide an update
once we learn more on these efforts.

In addition, at least one state legislature has considered a bill that will preclude insurers from
asserting exclusions in their business interruption policies in certain circumstances. Specifically, on
March 16, 2020, the New Jersey state legislature introduced bill A3844, which seeks to extend business
interruption coverage to the specific peril of COVID-19, notwithstanding the Virus Exclusion
included under the standard ISO business interruption policy form that is used in the vast majority of
policies in place. The bill would apply to all business interruption policies in place as of March 9,
2020, but would be limited to policyholders with fewer than 100 full-time employees who keep those
employees on the payroll. In its current form, the bill also seeks to establish a framework whereby
insurers who are forced to cover COVID-19 business interruption claims could seek “relief and
reimbursement” from the New Jersey Commissioner of Banking and Insurance. To provide the
necessary funding, the bill would authorize a special purpose assessment, but would also authorize the
Commissioner to collect additional funds from a special levy on insurance companies operating in
New Jersey.

The bill in its current form did not pass in the most recent legislative session, and it is expected
to be revised and reintroduced. If enacted in a form similar to the current draft, the bill could be
subject to constitutional challenges by insurers.

Although New Jersey is the first state to propose new legislation, it is unlikely to be the only
state to consider legislative measures aimed at compelling insurers to reimburse policyholders for
COVID-19 related claims." Indeed, in the past, we have seen state legislatures make similar efforts
to extend coverage to new and widespread perils that were previously excluded under the existing
policies. For example, in the mid-2010s, numerous homeowners in Connecticut began to notice
cracks appearing in the concrete foundations of their homes. It was eventually determined that these
defects were caused by faulty concrete from a single quarry that had been used in the construction of
hundreds, if not thousands, of homes beginning in the 1980s. The nature of the defective concrete
meant that the foundations would eventually fail, requiring homes to be abandoned or repaired at
substantial cost. Affected homeowners filed a flood of claims under their homeowners’ policies,
which were largely denied based on standard ISO language that excluded “collapse” losses affecting
foundations. In response, the Connecticut Insurance Department issued a directive prohibiting
insurers from cancelling or refusing to renew homeowners’ policies due to deteriorating foundations.
The Connecticut legislature also introduced a bill that would have required homeowners’ insurers to
cover structural impairment to homes caused by defective materials. Although this bill was not
enacted, the legislature eventually established a captive insurance company to assist homeowners in
the payment of costs to repair defective foundations. This captive insurance company could serve as
a model for state legislatures or the federal government as these government bodies explore various
options for addressing the COVID-19 pandemic, and provides a less extreme alternative than
overriding policy exclusions.
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3) Will workers’ compensation apply if one of my employees becomes ill due to
COVID-19?

If an employee becomes sick on the job due to COVID-19, workers’ compensation
insurance can pay for the worker’s medical expenses and rehabilitation costs only where the
employee contracted the virus in the course of employment due to the nature of his or her job.
There is generally no coverage available where the worker had the same risk of becoming ill as a
member of the general public. Thus, the vast majority of workers who contract the virus will not be
covered by workers’ compensation insurance. Coverage will likely be available for health care
workers and first responders responsible for managing the pandemic in local communities because
their job responsibilities clearly put them at risk of exposure. It may also cover workers in industries
that are required to remain open to the public, such as pharmacies and supermarkets, which have
thus far been exempted from the work-at-home requirements that are being enacted in several
jurisdictions hard hit by the virus.

Worker’s compensation insurance is regulated by the states, each of which has its own
statute. In general, most state workers’ compensation statutes provide that an employee is entitled
to benefits for an “occupational disease.”"* In general, to qualify as an “occupational disease,” three
conditions must be met: (1) the illness or disease must arise out of, and be contracted in the course
and scope of, employment; (2) the illness or disease must be the result of an exposure that occurred
within the workplace; and (3) the illness or disease must be specific to the employee’s work, meaning
that it is must be found exclusively among the workers associated with a specific occupation, or the
occupation itself must involve a risk of contracting the disease that is of a greater magnitude and of
a different nature than that experienced by the general public. Many states impose a high bar in
terms of the causal connection that must be shown to establish coverage. Thus, establishing
coverage will depend on which state law applies, and it is important to keep abreast of the applicable
state laws and any pending changes made by a state’s legislature.

For example, under the applicable South Carolina statutory framework for workers’
compensation, “[n]o disease shall be considered an occupational disease when it: is a contagious
disease resulting from exposure to fellow employees or from a hazard to which the worker would
have been equally exposed outside of their employment.”” As such, a workers” compensation claim
based on exposure to COVID-19 in South Carolina would face considerable difficulties. As another
example, in the state of Washington, the applicable laws require that the occupational disease be
directly linked to the scope of employment."* Consequently, an employee making a workers’
compensation claim in certain states may face challenges showing that: (1) there is a causal link
between the disease and the person’s employment, or (2) the individual was exposed to the disease
at work in a way that exceeded that of another member of the community."?

There is limited precedent to provide meaningful guidance as to how workers’ compensation
insurers will respond to the COVID-19 pandemic, mainly because all individuals, regardless of
occupation, are likely to be exposed. In contrast, the typical workers’ compensation claim has
historically arisen out of epidemics specific to a particular place of work or specific occupation. For
example, with respect to the Valley Fever outbreak that occurred between 2018 and 2019 and
primarily affected farm workers, the California’s Workers’ Compensation Board held that “industrial
causation” of the disease for a claimant “was established if the employee’s risk of contract|ing] (the
infection) from employment was medically probably or materially greater than from the general
public or more common at the place of employment than among the public.”'® In other situations,
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occupational diseases have been deemed covered by workers’ compensation where it could be
shown that the disease was uniquely connected to the type of work the employee was engaged in.
Black lung disease in the coal mining industry is an example of the type disease considered unique to
a specific occupation, as coal miners have prolonged exposure to higher-than-normal concentrations
of coal dust.

Because COVID-19 is a newly emerging disease, health officials are still collecting
information about its manner and mode of transmission.'” However, the currently available
information indicates that the virus is spreading easily and rapidly, has a two- to fourteen-day
incubation period,'® and may spread through human contact before an infected person even begins
showing symptoms."” The combination of these factors can greatly complicate an individual’s ability
to prove that his or her exposure specifically occurred in the workplace as opposed to resulting from
community contact outside of the workplace. Overall, these factors—such as a long incubation
period and rapid spread among a diverse population—make COVID-19 distinguishable from
epidemics such as black lung disease. However, it is nevertheless conceivable that some employees
may be able to establish a causal link between their occupational duties and a COVID-19 infection,
particularly if the worker was exempt from a shelter-in-place order as a result of his or her
employment duties and therefore was in contact with infected patients at a frequency and intensity
that far exceeded the exposure levels of average members of the public.

Recognizing that there are limitations on how workers’ compensation insurance will apply to
workers on the front lines in containing and combating the disease, Washington Governor Jay Inslee
recently directed his Department of Labor to ensure workers” compensation protections for health
care workers and first responders claiming COVID-19 related injuries.”’ It is important to note,
however, that Washington’s plan is government-operated insurance, and Washington does not allow
private workers’ compensation.” Thus, the actions by Gov. Inslee will not be subject to the types of
challenges discussed above in connection with proposals to retroactively change the terms of
business insurance policies in respond to the pandemic. It is thus unclear whether Gov. Inslee’s
actions will be adopted in states that have private workers’ compensation insurance.

4) Will insurance cover my losses because an event we had scheduled has been
cancelled?

With respect to sports and entertainment industries, the COVID-19 pandemic has already
had a significant impact, as efforts to curb community spread of the disease have caused numerous
events and large gatherings to be significantly delayed or cancelled altogether. For example, by mid-
March, national sporting events such as the NCAA Men and Women’s Basketball Tournament, the
Masters Tournament, and the Kentucky Derby were all cancelled or postponed. Similarly, the South
by Southwest music and media conference and the E3 gaming convention have also been cancelled
or postponed. Entities in industries outside sports and entertainment have also had to cancel long-
planned events.

Coverage for the damages resulting from such cancellations depends upon the type of
coverage in place. Some insurers provide a specialized insurance product that might provide
coverage for the damages resulting from the necessary cancellation or curtailment of an event.
These types of policies are often purchased by performing artists, professional sports teams, or
entertainment companies on an annual basis or on a one-off basis to provide coverage for specific
large events. Event cancellation policies generally do not require a specific type of event to trigger a
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covered loss, provided that the claimed loss is beyond the policyholdet’s control. If a covered loss
occurs, these policies generally indemnify the policyholder for any expenses incurred as well as any
lost revenues caused by the necessary cancellation, although this is not always the case. In the
context of the COVID-19 pandemic, it is important to note that many existing policies specifically
exclude losses caused by pandemics or government-ordered quarantines.

When evaluating event cancellation claims related to COVID-19, several factors that might
affect the existence of coverage or the amount of damages need to be considered. In order for a
cancellation or postponement of an event to constitute a covered event, policies generally require
that the policyholder show that it is unable to commence or keep open the event. For events that
were scheduled to begin in early 2020, this may require an investigation as to whether the
cancellation or curtailment was required by COVID-19, was an opportunistic decision, or was
caused by another cause that may otherwise be excluded under the policy. For cancelled events that
were scheduled to take place later in the year, the policyholder may have to show that it was
infeasible to make alternative arrangements for the event. For example, in HDMG Entertainment,
LILC v. Certain Underwriters at Lloyd'’s of London Subscribing to Policy No. 1009082, the providers of an
event cancellation policy moved for summary judgment on the issue of coverage, arguing that the
policyholder failed to seck alternative dates or locations for a “biker bash” that was cancelled when
the installation of 2 communication system at the venue was delayed.” The court denied summary
judgment on the grounds that material disputes of fact existed that necessitated resolution through
trial.” Similar factual questions may arise during the initial handling and consideration of a claim
prompted by COVID-19 and the HDMG case suggests that early resolution of such claims through
summary judgment may be difficult.

Another factor to consider is whether there are any policy exclusions applicable to a
COVID-19 claim. For example, many event cancellation policies specifically exclude losses caused
by pandemics or quarantines. However, some insurers offer endorsements to policies that will
provide cover in the case of a pandemic. As is always the case with insurance, the specific wording
of the policy must be scrutinized.

Event cancellation policies generally also exclude pre-existing circumstances, which may
preclude coverage under policies issued in 2020—after the outbreak was first reported in Wuhan,
China—even if COVID-19 is not identified as a specifically excluded risk. Additionally, the policy
may contain an exclusion for pollution or contamination, which may apply to COVID-19 based on
the particular policy wording.

Calculating the amount of covered damages from a cancelled or curtailed event is likely to
present difficult questions of fact and may require detailed investigation. Event cancellation policies
generally require that any covered damage be caused directly by the cancellation or curtailment,
requiring a fact-specific determination if claimed damages are too remote to be covered. In addition,
depending on the policy language, lost profits may or may not be covered. For example, in Defeat the
Beat, Inc. v. Underwriters at Lloyd'’s Iondon, the insurer paid the policyholder for its expenses, but refused
to cover the policyholder’s lost profits because they were not specifically listed in a schedule, as
required by the policy.** The court applied the policy as written and affirmed the trial court’s grant of
summary judgment in favor of the insurer. If lost profits are covered, calculating those profits may
require production of documentation by the insured, and possibly the retention of an expert to assist
in the adjustment.
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5) If lawsuits are filed as a result in the drop in the price of a company’s stock, will
there be directors’ and officers’ coverage available?

Following the COVID-19 outbreak, markets around the world have experienced
unprecedented levels of volatility. Thousands of publicly-traded companies have already
experienced stock drops caused in part by COVID-19, and thousands of private companies have
lost existing business, as well as potential business opportunities, that may not be replaceable. Such
market volatility and the accompanying decrease in stock prices and business opportunities will lead
to litigation that challenges the decisions and actions of many directors and officers. Whether those
claims gain traction in the context of a worldwide market collapse remains to be seen.

The most obvious D&O risks are allegations that directors and officers failed to: (a) disclose
risks posed by the virus to the business’ financial performance, (b) observe protocols recommended
by authorities, or (c) develop adequate contingency plans. Already, there have been two securities
lawsuits filed in the United States regarding disclosures related to COVID-19. The first, Douglas v.
Norwegian Cruise Lines, alleges that Norwegian Cruise Lines and its CEO and CFO falsely portrayed
the company’s abilities to handle risks associated with the virus, and failed to disclose that the
company had instructed its sales employees to downplay the risks in order to increase sales.”> The
complaint alleges that Norwegian’s share price was negatively impacted when information regarding
its directions to sales employees became public. The second case, McDermid v. Inovio Pharmacenticals,
was filed against Inovio Pharmaceuticals and its CEO J. Joseph Kim, alleging that Mr. Kim falsely
claimed that Inovio had developed a COVID-19 vaccine, which caused the share price to artificially
increase in value.”

In addition to those already-filed claims, the SEC has made clear that it is paying close
attention to corporate disclosures concerning COVID-19. For example, on March 4, 2020, SEC
Chairman Jay Clayton issued a statement urging “companies to provide investors with insight
regarding the assessment of, and plans for addressing, material risks to their business and operations
resulting from the coronavirus 7o the fullest extent practicable to keep investors and markets informed of
material developments.”” Other federal and state regulators have begun to make statements
concerning appropriate disclosures as well, and litigation concerning the correct level of disclosures
is probable, if not inevitable.

Beyond disclosure risks related directly to COVID-19, the lack of liquidity caused by current
market conditions will likely lead to claims concerning other alleged problems within companies—
even if those claims might never have been brought had the company remained healthy. In bad
economic environments, there is inevitably a rise in derivative litigation, securities class actions, and
other claims against directors and officers.

D&O policies will likely cover most COVID-19 related complaints just as they would any
other litigation regarding the scope of corporate disclosures. Companies, however, should be
cognizant of the scope and terms of their insurance policies, particularly the extent of coverage for
public enforcement actions. As containment efforts increase in scope, certain companies may face
enforcement actions by government regulators related to an alleged failure to respond appropriately
to COVID-19. D&O policies typically provide coverage for legal expenses associated with an
enforcement action taken against an individual director or officer (Side A and B Coverage) or the
Company (as long as the policy provides Side C coverage), but they will often not extend coverage
to, or will significantly narrow the scope of coverage for, regulatory investigations that solely target



quinn emanuel urguhart & sullivan, lip

the corporate entity. For a private company, whether such expenses are covered would depend on
the specific policy language at issue. Companies should review their policies to understand the full
extent of their coverage.

The ‘bodily injury’ exclusion found in most D&O policies is one that warrants careful
consideration. Most D&O policies exclude coverage “for” bodily injuries, but they do not exclude
coverage for securities claims that “arise from” a bodily injury. Thus, if a company’s stock value drops
due to a failure to make a disclosure regarding bodily injuries, the D&O policy would likely cover any
related securities claims. Some bespoke policies, however, have more permissive language regarding
the nexus between the underlying injury and suit. In such policies, it is possible that the bodily injury
exclusion would extend to securities actions that are merely related to a bodily injury, even if the suit
itself is not seeking compensation for such injury. Companies that run businesses such as cruise lines
should carefully review the terms of their policies to ensure that they are in fact covered in the event
that they face securities claims related to COVID-19 injuries.

6) If we get sued by a third party who claims we caused their exposure to COVID-19,
will we have coverage?

Plaintiffs’ lawyers will inevitably look for ways to bring claims on behalf of individuals and
businesses seeking redress for alleged bodily injury and property damage related to exposure to
COVID-19. These types of claims are likely to focus on a company’s failure to propetly sanitize a
building or property, or to implement other security measures that would have minimized or
prevented viral exposure and community spread. Although it is difficult to capture all of the potential
theories that may be pursued, and the types of businesses who may be vulnerable to such claims, the
various possibilities include: (a) claims asserted against a hotel owner for providing shelter to an
infected guest, which resulted in transmission of the coronavirus to uninfected guests; (b) claims
asserted against a seminar host for proceeding with an in-person conference despite warnings about
the importance of social distancing; (c) claims against a food delivery company following the
transmission of the coronavirus from an employee to a customer; or (d) claims against a car rental
company for failure to adequately sanitize cars between rentals, thereby facilitating the transmission
of the coronavirus between customers renting the same vehicle. Regardless of the merits of these
claims and the inherent difficulties the plaintiffs will face in proving the actual source of the infection,
the businesses that are sued will inevitably turn to their insurance carriers for defense and
indemnification under their existing Commercial General Liability (“CGL”) policies.

Most commercial enterprises have CGL policies that provide coverage for claims by third
parties for bodily injury and property damage. However, it is not apparent that many of the existing
policies will provide coverage for COVID-19 related claims. For example, in order for policies to
apply to an injury arising from COVID-19, the injury must constitute an “occurrence,” as that term is
defined in the policy. A standard CGL policy typically defines an “occurrence” as “an accident,
including continuous or repeated exposure to substantially the same general conditions.” Thus, the
first hurdle for the policyholder will be whether it can show that the claimed injury resulting from the
COVID-19 infection actually constitutes an “occurrence” under the policy. Assuming this hurdle can
be overcome, certain exclusions in the policy may present additional barriers to a successful claim.
For example, many CGL policies exclude bodily injury arising out of the transmission of a
communicable disease, which would seemingly bar coverage Moreover, even when this specific
communicable disease exclusion is absent from a policy, the policy may contain what is commonly
known as a “pollution exclusion,” which precludes coverage for the “actual, alleged or threatened
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discharge, dispersal, seepage, migration, release or escape” of a “pollutant.” In some policies, a virus
is specifically identified as an excluded pollutant. Given the existence of these exclusions to coverage,
policyholders should not automatically assume that a COVID-19 related claim will fall under their
CGL policy, and should carefully examine the terms of their existing policy and stay abreast of any
developments that could bear on the interpretation of the communicable disease and pollution
exclusions in the context of this new pandemic.

7) With employees working from home, my IT infrastructure may be more vulnerable.
Does my cyber insurance provide coverage?

The number of cyberattacks on businesses and their most sensitive data is expected to
intensify as a result of the COVID-19 pandemic, as the ever-increasing number of employees
working remotely strains existing I'T resources and provides increased opportunities for
cybercriminals to infiltrate a company’s system.”® In recent months, there has been a significant
uptick in phishing and spoofing attacks intended to exploit people anxious for news on the rapidly
developing global pandemic.” These cyberattacks have already started to significantly impact the I'T
infrastructures of businesses and institutions, resulting in business interruptions and the loss of data.
In early March, for example, the Brno University Hospital in the Czech Republic, the second-largest
hospital and one of the key testing centers in the nation for COVID-19, was forced to shut down its
IT network as a result of a cyberattack, requiring it to shift acute patients to an alternate facility.”

Business losses stemming from a cyberattack can be immediate, extensive, and diverse. The
economic repercussions of such an attack may include a significant loss of data, serious business
disruption, privacy violations affecting multiple customers and affiliates, and even the need to pay
extortion money (associated with ransomware).”’ Because the COVID-19 pandemic is expected to
increase the rate and prevalence of cyberattacks, businesses across various industries have come to
recognize the importance of having a cyber insurance policy in place to help mitigate these losses.

A cyber insurance policy generally covers expenses incurred by a company after a
cybersecurity attack. Reimbursable expenses can include the cost of forensic investigation, recovery
for monetary losses resulting from network downtime or business disruption, the cost of system
repair and data recovery, the cost of notifying affected customers, the cost of repairing reputational
damage, and the payment of extortion money.”” Some policies may also cover expenses associated
with the defense of lawsuits or regulatory actions related to a breach, including legal fees and
regulatory fines.” Each policy is unique, however, and it is important to consider the specific
wording of the policy at issue.

In the event of a loss, and as is the case with any insurance claim, prompt notice by the
policyholder and ongoing communication with the insurer are essential. This is particulatly
important when the loss involves ransomware or other attacks likely to involve substantial and
immediate remediation costs.

Companies should also bear in mind that it is equally critical to maintain stringent I'T standards,
especially in this turbulent economic climate, in order to avoid an attack in the first place. A
policyholder should ensure that its I'T policies and practices are up to date, and that employees are
kept informed of them, as it only takes one vulnerable employee to allow a cybercriminal into a
company’s I'T system. Preventative measures should also include adherence to the guidance issued by
the U.S. Department of Homeland Security’s Cybersecurity and Infrastructure Security Agency (DHS
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CISA), which very recently issued a Security Alert associated with the anticipated impacts of COVID-
19 on Enterprise VPN Security, ** as well as a Risk Management Bulletin for Novel Coronavirus
(COVID-19).”

* ¥ ¥

These are only some of the insurance issues implicated by the spread of the novel coronavirus.
If you have any questions about the issues addressed in this memorandum or otherwise, please do not
hesitate to reach out to us.

b See, eg, An Act Concerning Certain Covered Perils Under Business Interruption Insurance and Supplementing Title 17
of the Revised Statutes, A3844, 219th Leg. (N.J. 2020),
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